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XiVO is an application suite developed by Avencall Group, based on several free existing components includ-
ing Asterisk, and our own developments to provide communication services (IPBX, Unified Messaging, ...) to
businesses.

XiVO is free software. Most of its distinctive components, and XiVO as a whole, are distributed under the GPLv3
license.

You may also check the XiVO blog for more information.

XiVO documentation is also available as a downloadable HTML, EPUB or PDF file. See the downloads page for
a list of available files or use the menu on the lower right.
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1.1 Introduction

XiVO is a PABX application developed by the Avencall Group based on several free existant components includ-
ing Asterisk and our own developments. XiVO provides a solution for enterprises who wish to replace or add
telephone services (PABX).

XiVO is free software. Most of its distinctive components, and XiVO as a whole, are distributed under the GPLv3
license.

1.1.1 XiVO History

XiVO was created in 2005 by Proformatique.
XiVO 1.2 was released on February 3, 2012.

1.2 Installation

1.2.1 Installing the System

Please refer to the section Troubleshooting if ever you have errors during the installation.
There are two official ways to install XiVO:

* using the official ISO image

* using a minimal Debian installation and the XiVO installation script

XiVO can be installed on both virtual (QEMU/KVM, VirtualBox, ...) and physical machines. That said, since
Asterisk is sensitive to timing issues, you might get better results by installing XiVO on real hardware.

Installing from the ISO image

¢ Download the ISO image. (latest version) (all versions)

* Boot from the ISO image, select Install and follow the instructions. You must select a locale with
charset UTF-8.

* At the end of the installation, you can continue by running the configuration wizard.



http://www.avencall.com
https://projects.wazo.community/news/49
http://mirror.xivo.io/iso/xivo-current
http://mirror.xivo.io/iso/archives
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Installing from a minimal Debian installation

XiVO can be installed directly over a 32-bit or a 64-bit Debian Wheezy. When doing so, you are strongly advised
to start with a clean and minimal installation of Debian Wheezy. The latest installation image for Debian Wheezy
can be found at https://www.debian.org/releases/wheezy/debian-installer.

Requirements

The installed Debian must:
e use the architecure 1386 or amd64

¢ have a default locale with charset UTF-8

Installation

Once you have your Debian Wheezy properly installed, download the XiVO installation script:

‘wget http://mirror.xivo.io/fai/xivo-migration/xivo_install_current.sh

And run it:

’bash xivo_install_current.sh

Note: For testing purposes, you can alternatively install the release candidate or developement version of XiVO.
Beware that there is no guarantee that these versions will work nor upgrade correctly.

To install the release candidate version:

‘bash xivo_install_current.sh -r

To install the developement version:

‘bash xivo_install_ current.sh -d

At the end of the installation, you can continue by running the configuration wizard.

Other installation methods

It’s also possible to install XiVO by PXE. More details available on our XiVO blog

1.2.2 Running the Wizard

After the system installation, you must go through the wizard before being able to use your XiVO. Open your
browser and enter your server’s IP address in the navigation bar. (For example: http://192.168.1.10)

Language

You first have to select the language you want to use for the wizard.

License

You then have to accept the GPLv3 License under which XiVO is distributed.
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XIVO Installation
Steps
Welcome
Licence
Components check
Configuration
Entities and contexts
Validation

XiVO Installation

Steps

Welcome

Licence

Components check

Configuration

Entities and contexts

Validation

Configuration

Ll

Welcome
Next >
Welcome into the XiVO installer.
Thanks for choosing XiVO. This installer will help you to configure a fully functional Xivo.
Let yourself be guided and don't forget to note informations you will set {i.e root password for XiVO administration interface login).
You can also get online help at https://wili.xivo.fr.
Have fun!
Step 1: Choose your language >>>
Language : | English ~|
Fig. 1.1: Select the language
Licence
< Previous Next >
Licence :

GNU GENERAL PUBLIC LICENSE
Version 3, 29 June 2007

Copyright (C) 2007 Free Software Foundation, Inc. <http://fsf.org/>
Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

Preamble

The GNU General Public License is a free, copyleft license for
software and other kinds of works.

The licenses for most software and other practical works are designed
to take away your freedom to share and change the works. By contrast,
the GNU General Public License is intended to guarantee your freedom to
share and change all versions of a program--to make sure it remains free
software for all its users. We, the Free Software Foundation, use the
(GNU General Public License for most of our software; it applies also to
any other work released this way by its authors. You can apply it to
Your programs, too.

When we speak of free software, we are referring to freedom, not
price. Our General Public Licenses are designed to make sure that you
have the fresdom to distribute copies of free software (and charge for
them if you wish), that you receive source code or can get it if you
want it, that you can change the software or use pieces of it in new =

1.accept the terms of this licence : &

Fig. 1.2: Accept the license

Enter the hostname (Allowed characters are : A-Z2 a-z 0-9 -)
Enter the domain name (Allowed characters are : A-Z a-z 0-9 - .)
Enter the password for the root user of the web interface,

Configure the IP address and gateway used by your XiVO (by default it pre-fills the fields with the current
IP and gateway of the network interface on which you are connected if the network interface has a default
gateway).

Note: The network configuration will be applied at the end of the wizard

Entities and Contexts

. Finally, modify the DNS server information if needed.

Contexts are used for managing various phone numbers that are used by your system.

* The Internal calls context manages extension numbers that can be reached internally

* The Incalls context manages calls coming from outside of your system

* The Outcalls context manages calls going from your system to the outside

1. Enter the entity name (e.g. your organization name) (Allowed characters are : A-Z a-z 0-9 - .)

2. Enter the number interval for you internal context. The interval will define the users’s phone numbers for

your system (you can change it afterwards)

3. Enter the DID range and DID length for your system.

1.2. Installation
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Xivo *

et < Previous
‘Welcome
Licence
Components check
Configuration
Entities and contexts
Validation

o Domaln RAME -~

Domain name [ ] @

-- Hostname -

Hostname::[ ] (D)

passwors [ ]
Reeier passwora [

Address :[192.168.18.77
Netmask : [255.255.255.0
Default gateway : [192.168.16.254

:[192.168.16.254
:[91.194.178.5

®

Fig. 1.3: Basic configuration

— XiVO Installation *

Welcome

Licence

Compmee ek i T — ) 5

Configuration H : H

Entities 8N COMEEXES || %777ttt o oSS oS ooooooooooooSoososossososoosoood
lidation

: T - — :
i s e sar [ (@)
i T — i

* Printed name :[Incalls | :
: Numbers interval start [ ] @ i

Numbers interval end :

DID length :

Fig. 1.4: Entities and Contexts
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4. You may change the name of your outgoing calls context.

Validation

Finally, you can validate your configuration by clicking on the Validate button. Note that if you want to change
one of the settings you can go backwards in the wizard by clicking on the Previous button.

Warning: This is the last time the root password will be displayed. Take care to note it.

Congratulations, you now have a fully functional XiVO server.
You can subscribe to the xivo-announce list to always stay informed on the latest upgrades for XiVO.

To start configuring XiVO, see Getting Started.

1.2.3 Post Installation

Here are a few configuration options that are commonly changed once the installation is completed. Please note
that these changes are optional.

Display called name on internal calls
When you call internally another phone of the system you would like your phone to display the name of the called
person (instead of the dialed number only). To achieve this you must change the following SIP options:
o Services — IPBX — General settings — SIP Protocol — Default:
— Trust the Remote-Party-1D: yes,

— Send the Remote-Party-ID: select PAT

Incoming caller number display

The caller ID number on incoming calls depends on what is sent by your operator. You can modify it via the file
/etc/xivo/asterisk/xivo_in_callerid.conft.

Note: The reverse directory lookup use the caller ID number after it has been modified by
xivo_in_callerid.conf

Examples:
* If you use a prefix to dial outgoing numbers (like a 0) you should add a O to all the add = sections,

* You may want to display incoming numbers in E.164 format. For example, you can change the
[nationall] section to:

callerid = "0[1-9]1\d{8}$
strip =1
add = +33

To enable the changes you have to restart xivo-agid:

service xivo-agid restart

1.2. Installation 7
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Time and date
» Configure your locale and default time zone device template => Configuration — Provisioning — Template
Device by editing the default template
* Configure the timezone in => Services — IPBX — General settings — Advanced — Timezone

* If needed, reconfigure your timezone for the system:

dpkg-reconfigure tzdata

Codecs

You should also select default codecs. It obviously depends on the telco links, the country, the phones, the usage,
etc. Here is a typical example for Europe (the main goal in this example is to select only G.711 A-Law instead of
both G.711 A-Law and G.711 p-Law by default):

e SIP : Services — IPBX — General settings — SIP Protocol — Signaling:
— Customize codec : enabled

— Codec list:

G.711 A-Law
G.722
G.729A
H.264

* TAX2 : Services — IPBX — General settings — IAX Protocol — Default:
— Customize : enabled

— Codec list:

G.711 A-Law
G.722
G.729A
H.264

1.3 Getting Started

This section will show you how to create a user with a SIP line. This simple use case covers what a lot of people
need to start using a phone. You can use these steps for configuring a phone (e.g a softphone, an Analog-to-Digital
switch or a SIP phone).

This tutorial doesn’t cover how to automatically provision a supported device. For this, consult the provisionning
section.

We first need to log into the XiVO web interface. The web interface is where you can administer the whole system.

When logged in, you will see a page with all the status information about your system. This page helps you
monitor the health of your system and gives you information about your network. Please note the IP address of
your server, you will need this information later on when you will configure your device (e.g. phone)

To configure a device for a user, start by navigating to the IPBX menu. Hover over the Services tab, a dropdown
menu will appear. Click on /PBX.

Select the Users setting in the left menu.

From here, press on the “plus” sign. A pop up will appear where you can click on Add.

8 Chapter 1. Table of Contents
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. Authenfication

Language:

Fig. 1.5: Logging into the XiVO

N

System =70

Mame test-machine Percent | User | B | e
b | [ 300% 0% Toow e

2 2.6.32-5-436
Network
Received Transmitted Error Drop

0 day(s) 00:03:35 = 1.88 MiB 183 Mg 0 °
0310.100.03| iy 52.32 KiB 22852 Ki 0 o
ethl 0.00 byte 0.00 byte 0 )

Free Used Total
18.90 % 3717 MB| 869.0 MB| 4586.0 MB
6.30% 2672.1MB| 1819 MB| 28540 MB

Fig. 1.6: System informations

AP () (e (N (e
IPBX
CTI Server
Call Center
Manitoring
Graphics
Statistics

Name test i Percent [ User [ System [ Wait
Operating system Linux| | 12.20 %)| 10.60 %| 150 %) 0.10%
Kernel version 2.6.32-5-4B6

IP address 192.168.32.169 Network = o=
DNS address 192.168.52.169 o 14,76 MiB 14,76 MiB : 0 : 0
Uptime 0 day(s) 001157 o -

Fig. 1.7: Menu IPBX
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r.-"m'm_
A

SIP Protocol Type Disabled | Total | Action @

1AX Protocol

o Agent 0 o 0 ] *

v User 2 0 : | ® digiumi|Asterisk

Advanced Group 1] [i] 1] C2) Software: Asterisk
/IPBX settings Queve 0 0 0 2] Version: 1.8.11.0+pf xivo.1.2.6~20120410.200254 078548
| ~_ Cu_nferenoe room 0 (1] 0 2]

Users Y PRGN v L 0 ]

Groups ) SIP trunk 0 (1] 0 C)

i i IAX trunk 0 [ 0 &
Status Total

oo ﬁ Active channel 0

C a:umg e Active call 0

Call fitters Calls Processed (1]

Call pickups

" ———
Calls Logs

Fig. 1.8: Users settings

r.-w"m'm_
AN

SIP Protocol

|4X Protocol

Advanced

Devices

Users

Fig. 1.9: Adding a new line
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We now have the form that will allow us to create a new user. The three most important fields are ‘First name’,
‘Last name’ and ‘Language’. Fill in the fields and click on Save at the bottom. For our example, we will create a
used called ‘Alice Wonderland’.

[\ ETC I ©
IPEX
settings General Lines | Noanswer | Services | Voicemal | Groups Func Keys J
SIP Protocol
|AX Protocol
Pt
Advanced : | Browse...
IPBX settings R
Devices Mobie phone number: [ ]
Lines Create a schedules
Users .
Groums Ringig tme: 30 seconds -
Vo Simuttaneous calls: E
C 100ms .
calls
Outgoing calls
Cal —
Call fiters
. :[Alice Wonderland |
Caters Cate 10: g Wonderiand ]
Outgong Cater I
Calls Logs o
K Preprocess subroutine: [ ]
PP Protoco Userfekd: [ ]
'{*_“PWW SOMIVO GBI Ll
IPEX : Enable XVO Client: [
Audio files 1 i
On-hoid Music : Lagin
Paging Profike: [ Client -
IPBX oLl '
Backup Files
Configuration files Description:
Contexts
Asterisk Log Files
Reload Asterisk
Restart Asterisk
b o

Fig. 1.10: User information

Afterwards, click on the “Lines” tab.

IPBX
settings ] i ) T Groups Func Keys |

SIP Protocol

oo Entty. [ machine-test -] @)

o

Advanced Number | Site | Device
IPBX settings Az

Devices

Lines

Users

Groups

Conference rooms

Fig. 1.11: Lines menu

Enter a number for your phone. If you click inside the field, you will see the range of numbers you can use. For
our example, we will use ‘1000’.

By default, the selected protocol is SIP, which is what we want for now. Click on Save to create the line.

We now have a user named ‘Alice Wonderland’ with the phone number ‘1000°.

1.3. Getting Started 11
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w ECI— ®

SIP Protocol

X ot en o -1®)

Ad Context Number Site

|IPBX settings | [ Detautt -] [Jocal ~|

Devices 1000 -

Users
Groups

Fig. 1.12: Line information

SIP Protocol

A Protoco Entty e 2] @
A Context Number Site

Devices

Users
Groups

Fig. 1.13: Save

r.-w"m'm_
T\

EC— O 00

[ — Sy

SIP Protocol

JAX Protocol Alice Wonderland

Fig. 1.14: User added information
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Now we need to go get the SIP username and password to configure our phone. Go back to the IPBX menu on the
left, and click on ‘Lines’.

B — R - ot~ - e Y

O @ B siPsuchig sIP 104962 Alice Wonderland 1000 @®

BB Line associated to a deviee
: BB Line not associated to a device

Fig. 1.15: Lines information

You will see a line associated with the user we just created. Click on the pencil icon to edit the line.

Ll )
A —— e e S
e
e [ @ B sipuchiq
14X Protocol
;dmmd iﬂmemdahedmadeﬁue
\IPBX settings | Eﬂmenutmdammadm
{5 LT e = ettt led
Lines
Users
Groups
C ro0ms

Fig. 1.16: Edit line

We can now see the username and password for the SIP line. you can configure your phone using the IP for your
server, the username and the password.

ey - i - oot o - s
g% 5;: General Signaliing T Advanced IPBX Infos |
5IP Protocol
IAX Protocol
Advanced
IPBX settings
Devices
Loes Langusge: (&0 US ]
Users
Groups [ o]
Vo Encryption: 7
 — copion |21 ®)
Call management erify new P {RFC non ) lj
ing calls
Ouigong cae
Calpemes e —
Call fitters

Fig. 1.17: General line information
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1.4 Upgrading

Upgrading a XiVO is done by executing commands through a terminal on the server. You can connect to the server
either through SSH or with a physical console.

To upgrade your XiVO to the latest version, you must use the xivo-upgrade script. You can start an upgrade with
the command:

xivo-upgrade

Note:
* You can’t use xivo-upgrade if you have not run the wizard yet
* Upgrading from a version prior to XiVO 1.2 is not supported.

* When upgrading XiVO, you must also upgrade all associated XiVO Clients. There is currently no retro-
compatibility on older XiVO Client versions.

This script will update XiVO and restart all services.
There are 2 options you can pass to xivo-upgrade:

e —d to only download packages without installing them. This will still upgrade the package containing
xivo-upgrade and xivo-service.

» —f to force upgrade, without asking for user confirmation

Warning: If xivo-upgrade fails or aborts in mid-process, the system might end up in a faulty condition. If in
doubt, run the following command to check the current state of xivo’s firewall rules:

iptables -nvL

If, among others, it displays something like the following line (notice the DROP and 5060)

0 0 DROP udp -—- * * 0.0.0.0/0 0.0.0.0/0

Then your XiVO will not be able to register any SIP phones. In this case, you must delete the DROP rules with
the following command:

iptables -D INPUT -p udp —--dport 5060 -j DROP

Repeat this command until no more unwanted rules are left.

1.4.1 Preparing for an Upgrade

* Consult the roadmaps starting from your current version to the current prod version.
* Read all existing Upgrade Notes (see below) starting from your version to the current prod version.
* For custom setups, follow the required procedures described below (example : cluster).

* To download the packages beforehand, run xivo-upgrade -d. This is not necessary, but useful for
upgrading more quickly prior to stopping telephone services.

e When ready, run xivo—upgrade which will start the upgrade process. Telephone services will be
stopped during the process

¢ When finished, check that the services are running :

e with xivo-service status command,

14 Chapter 1. Table of Contents
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* and with actual checks like SIP registration, ISDN links status, internal/incoming/outgoing calls, XiVO
Client connections etc.

1.4.2 Upgrading from XiVO 14.01, 14.02, 14.03, 14.04 installed from the ISO

In those versions, xivo-upgrade keeps XiVO on the same version. You must do the following, before the normal
upgrade:

echo "deb http://mirror.xivo.io/debian/ xivo-five main" > /etc/apt/sources.list.d/xiyo-upgrade.li
&& apt—-get update \

&& apt—-get install xivo-fai \

&& rm /etc/apt/sources.list.d/xivo-upgrade.list \
&& apt—-get update

1.4.3 Upgrading from XiVO 13.03 and before

When upgrading from XiVO 13.03 or earlier, you must do the following, before the normal upgrade:

’wget http://mirror.xivo.io/xivo_current.key -0 - | apt-key add -

1.4.4 Upgrading from XiVO 12.13 and before

When upgrading from XiVO 12.13 or earlier, you must do the following, before the normal upgrade:

apt—get update
apt—-get install debian-archive-keyring

1.4.5 Upgrading from XiVO 1.2.1 and before

Upgrading from 1.2.0 or 1.2.1 requires a special procedure before executing xivo—upgrade:

apt—-get update
apt—-get install xivo-upgrade
/usr/bin/xivo-upgrade

1.4.6 Upgrading a Cluster

Here are the steps for upgrading a cluster:

1. On the master : deactivate the database replication by commenting the cron in
/etc/cron.d/xivo-ha-master

2. On the slave, deactivate the xivo-check-master-status script cronjob by commenting the line in
/etc/cron.d/xivo-ha-slave

3. On the slave, start the upgrade:

‘ xivo-slave:~$ xivo-upgrade ‘

4. When the slave has finished, start the upgrade on the master:

’ xivo-master:~$ xivo-upgrade ‘

5. When done, launch the database replication manually:

’ xivo-master:~$ xivo-master-slave-db-replication <slave ip> ‘

6. Reactivate the cronjobs (see steps 1 and 2)

1.4. Upgrading 15
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1.4.7 Upgrading to/from an archive version
Upgrade involving archive version of XiVO

Introduction

What is an archive version? An archive version refers to a XiVO installation whose version is frozen: you
can’t upgrade it until you manually change the upgrade server.

What is the point? Using archive versions enable you to upgrade your XiVO to a specific version, in case you
don’t want to upgrade to the latest (which is not recommended, but sometimes necessary). You will then be able
to upgrade your newer archive version to the latest version or to an even newer archive version.

Archive package names

Archive packages are named as follow:

XiVO version | Archive package name
1.2t01.2.12 pf-fai-xivo-1.2-skaro-1.2.1
12.14 to 13.24 | xivo-fai-skaro-13.04
13.25to 14.17 | xivo-fai-14.06

Upgrade from an archive to the latest version

Archive version < 13.25:

apt—-get update
apt—-get install {xivo-fai,xivo-fai-skaro}/squeeze-xivo-skaro—-$(cat /usr/share/pf-xivo/XIVO-VERSIOI
xivo-upgrade

Archive version >= 13.25 and < 14.18:

apt—get update
apt—-get install xivo-fai
xivo—-upgrade

Archive version >= 14.18:

xivo-dist xivo-five
xivo-upgrade

As a result, xivo-upgrade will upgrade XiVO to the latest stable version.

Upgrade from an older non-archive version to a newer archive version

Non-archive version means any “normal” way of installing XiVO (ISO install, script install over pre-installed
Debian, xivo-upgrade).

Downgrades are not supported: you can only upgrade to a greater version.

We only support upgrades to archive versions >= 13.25, e.g. you can upgrade a 12.16 to 14.16, but not 12.16 to
13.16

Current version before 14.18 (here 13.25)

apt—-get install xivo-fai-13.25

You are now considered in an archived version, see the section Upgrade from an older archive version to a newer
archive version below.
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Current version after 14.18

xivo-dist xivo-15.12

apt—-get update

apt—-get install xivo-upgrade/xivo-15.12
xivo-upgrade

Upgrade from an older archive version to a newer archive version

Downgrades are not supported: you can only upgrade to a greater version.

We only support upgrades to archive versions >= 13.25, e.g. you can upgrade a 12.16 to 14.16, but not 12.16 to
13.16

1.2 - 13.24 to 13.25 - 14.17 (here 1.2.3 to 14.16)

cat > /etc/apt/preferences.d/50-xivo-14.16.pref <<EOF
Package: =

Pin: release a=xivo-14.16

Pin-Priority: 700

EOF

apt—-get update

apt-get install {xivo-fai,xivo-fai-skaro}/squeeze-xivo-skaro-1.2.3
apt—-get update

apt—-get install xivo-fai-14.16

apt—get update

apt—-get install xivo-upgrade/xivo-14.16

xivo-upgrade

rm /etc/apt/preferences.d/50-xivo-14.16.pref

apt—get update

13.24 - 14.16 to 13.25 - 14.17 (here 13.25 to 14.16)

cat > /etc/apt/preferences.d/50-xivo-14.16.pref <<EOF
Package: =

Pin: release a=xivo-14.16

Pin-Priority: 700

EOF

apt—get update

apt—-get install xivo-fai

apt-get purge xivo-fai-13.25

apt—-get update

apt—-get install xivo-fai-14.16

apt—get update

apt-get install xivo-upgrade/xivo-14.16
xivo—-upgrade

rm /etc/apt/preferences.d/50-xivo-14.16.pref

13.24 - 14.16 to 14.18+ (here 14.05 to 15.11)

apt—get update

apt—-get install xivo-fai

apt—-get update

apt-get install xivo-dist

xivo-dist xivo-15.11

apt-get purge xivo-fai

apt—get update

apt-get install xivo-upgrade/xivo-15.11
xivo-upgrade

1.4. Upgrading 17
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14.18+ to 14.19+ (here 14.18 to 15.12)

xivo-dist xivo-15.12

apt—-get update

apt—-get install xivo-upgrade/xivo-15.12
xivo-upgrade

1.4.8 Upgrade Notes

15.19

Consult the 15.19 Roadmap

The sound file /usr/share/asterisk/sounds/fr FR/une.wav has been moved to
/usr/share/asterisk/sounds/fr_FR/digits/1F.wav.

If you would like to use the new “transfer to voicemail” feature from the People Xlet, you’ll need to update
your directory definition and your directory display, i.e.:

— edit your “internal” directory definition (Services / CTI server / Directories / Definitions) and add a
field “voicemail” with value “voicemail_number”

— edit your display (Services / CTI server / Directories / Display filters) and add a row with title “Voice-
mail”, field type “voicemail” and field name “voicemail”

— restart xivo-dird

It is now possible to send an email to a user with a configured email address in the people xlet. See Views
to add the appropriate field to your configured displays.

The Contacts xlet (aka. Search) has been removed in favor of the People Xlet. You may need to do some
manual configuration in the directories for the People Xlet to be fully functional. See the detailed upgrade
notes for more details.

If you need context separation in the People Xlet, you will have to manually configure xivo-dird to keep
it working, see Context separation. This procedure is only temporary, later versions will handle the context
separation automatically.

xivo-agentd now uses mandatory token authentication for its REST API. If you have custom development
using this service, update your program accordingly.

Some actions that used to be available in the contact xlets are not implemented in the people xlet yet.

Cancel transfer is only available using the switchboard xlet

Hanging up a call is only possible using the switchboard xlet

Call interception is not available anymore

Conference room invitation is not available anymore

Please consult the followin detailed upgrade notes for more information:

People Xlet features Upgrade Notes

When

upgrading your XiVO to 15.19, there are some features in the directories that could not be upgraded auto-

matically, because it risked breaking some manual configurations.

After you upgrade your XiVO, your CTI displays in Services — CTI Server — Directories — Displays may look
like this:

You should update your displays to make them look like:

This will give you a Xlet People looking like this:

You can find more details about the field types in Integration of XiVO dird with the rest of XiVO.

18
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MES CONTACTS
rechercher
MO MUMERD A ENTREPRISE SOURCE FAVORI PERSOMNMEL
Davy Crockett Crockett Inc. Ll |
| E-MAIL - davy crockett@example.com 4—— Field type: email f
! MOBILE - +14185556666 - Field type: callable Field type: personal

15.18

Consult the 15.18 Roadmap

* The provd_pycli command (deprecated in 15.06) has been removed in favor of xivo-provd-cli. If you have
custom scripts referencing provd_pycli, you’ll need to update them.

* The xivo-agentctl command (deprecated in 15.06) has been removed in favor of xivo-agentd-cli. If you have
custom scripts referencing xivo-agentctl, you’ll need to update them.

* xivo-agentd now uses HTTPS. If you have custom development using this service, update your configuration
accordingly. The xivo-agentd-client library, used to interact with xivo-agentd, has also been updated to use
HTTPS by default.

* xivo-confd ports 50050 and 50051 have been removed. Please use 9486 and 9487 instead
Configuration File Upgrade Notes

The file format of configuration files for daemons exposing an HTTP/S API has changed. The following services
have been affected :

* xivo-agentd

* xivo-amid

* xivo-auth

* xivo-confd

* xivo-ctid

* xivo-dird

¢ xivo-dird-phoned

Ports and listening addresses are now organised in the following fashion:

rest_api:
https:
enabled: true
port: 9486

listen: 0.0.0.0

certificate: /usr/share/xivo-certs/server.crt

private_key: /usr/share/xivo-certs/server.key

ciphers: "ALL:!aNULL:!eNULL:!LOW: !EXP:!RC4:!3DES:!SEED:+HIGH:+MEDIUM"

http:
enabled: true
port: 9487

listen: 127.0.0.1
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If you have any custom configuration files for these daemons, please modify them accordingly. Consult Network
for further details on which network services are available for each daemon.

15.17

Consult the 15.17 Roadmap

* Online call recording is now done via automixmon instead of automon. This has no impact unless you have

[7EEn )

custom dialplan that is passing directly the “w” or “W” option to the Dial or Queue application. In these

[T 1]

cases, you should modify your dialplan to pass the “x” or “X” option instead.

* The remote directory service available from supported phones is now provided by the new unified directory
service, i.e. xivo-dird. Additional upgrade steps are required to get the full benefit of the new directory
service; see the detailed upgrade notes.

e The field enableaut omon has been renamed to enableonlinerec in the users web services provided
by the web-interface (these web services are deprecated).

* The agent status dashboard now shows that an agent is calling or receiving a non ACD call while in wrapup
or paused.

» The service_registered_event and service_deregistered_event bus messages have been added.

¢ SIP endpoints created through the REST API will not appear in the web interface until they have been
associated with a line

* Due to limitations in the database, only a limited number of optional parameters can be configured on a SIP
endpoint. Consult the xivo-confd REST API changelog for further details

Please consult the following detailed upgrade notes for more information:

Phone Remote Directory Upgrade Notes

If you are not using the remote directory from your phones, you can safely skip this page.

Starting from XiVO 15.17, the remote directory used by the phones is now provided by the new directory service,
composed principally of xivo-dird and xivo-dird-phoned. It was previously provided by the XiVO web interface.

This brings a few changes for the administrators, the biggest one being that lookup from both the XiVO client
and phones are now configured at the same place, namely the (incorrectly named) Services — CTI Server —
Directories section, with some advanced configuration only available in the configuration files. This means that
lookup from the phones can now also display results from CSV or web services directories. For details on how to
configure directories, refer to the Directories page.

For users, the biggest change is that they can now consult their personal contacts (that they added from their XiVO
client) when doing a search from their phone.

Changes

Web Interface - LDAP Filters The following options have been removed from the web interface, in the Services
— IPBX — LDAP filters page:

e the Phone number type field
e the Attributes tab

The phone number type is now configurable on a per source basis (and for all type of source, not just
LDAP), in Services — CTI Server — Directories. For example, if you have LDAP records with the at-
tribute telephoneNumber that you want to be displayed on your phone with the suffix “(Office)”, just
make sure that your directory definition is configured with a field named phone_office with the value
{telephoneNumber}.

By default, the following fields are available:
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¢ phone: doesn’t add a suffix

e phone_office: add a “(Office)” suffix
* phone_mobile: add a “(Mobile)” suffix
¢ phone_home: add a “(Home)” suffix

e phone_other: add a “(Other)” suffix

Note: These fields will automatically be added in your LDAP directory definitions during the upgrade, so you
may only need to review your directory configuration.

This list of fields and the suffix associated to it is currently only configurable in the xivo-dird configuration files,
in the views/displays_phone section.

This is causing 2 functional changes:

* Previously, the suffix displayed was translated in function of the phone’s language. This is not possible
anymore, and you’ll have to edit the configuration files if you want the suffix to be in a different language
than english.

¢ For “custom” phone number type, you’ll have to add a new entry in the configuration files and add the
correspond field in the directory definition.

In XiVO 15.16, the Attributes tab would allow a “fallback” mechanism, where if an LDAP attribute for a
record was missing/empty, another attribute would be used. In XiVO 15.17, this mechanism is available (for all
type of sources) by mapping the first attribute to a field name phone, the second to a field name phonel, etc.
The fallback mechanism is available on the fields phone, phone_office, phone_mobile, phone_home,
phone_other and display_name.

Web Interface - Phonebook The following options have been removed from the web interface, in the Services
— IPBX — Phonebook page:

e the LDAP filters tab

LDAP sources used for lookup from the phone are now selected in the same place as for the XiVO client, i.e. in
Services — CTI Services — Direct directories. A consequence of that is that it’s not possible anymore to have
sources only used for lookup from phone and other sources only used for lookup from the XiVO client.

Note: The LDAP filters that were used for phone lookup will be automatically added to all the profiles during the
upgrade.

Additional Upgrade Steps After upgrading your XiVO to 15.17 or later, you should do the following steps.

Upgrade Your Provisioning Plugins This step is optional, although strongly recommended.

For the users to be able to search their personal contacts from their phone, the phone configuration needs to be
updated. This means:

1. Installing new xivo-provd plugins or upgrading existing plugins
2. Restarting all affected phones
See the provisioning section for more information on installing or upgrading plugins.

Here’s the list of plugins which have received modifications to be compatible with the new directory service:

22 Chapter 1. Table of Contents



XiVO-doc Documentation, Release 15.19

Name Version
xivo-aastra-3.3.1-SP4 1.5
xivo-aastra-4.1.0 1.5
xivo-cisco-sccp-9.0.3 0.8
xivo-cisco-sccp-cipe-2.1.2 0.8
xivo-cisco-scep-legacy 0.8
xivo-cisco-sccp-wireless-1.4.5 0.8
xivo-cisco-spa-7.5.5 0.12
xivo-cisco-spa-legacy 0.12
xivo-polycom-4.0.4 1.4
xivo-polycom-5.3.0 1.5
xivo-snom-8.7.5.17 1.5
xivo-technicolor-ST2022-4.78-1 | 0.4
xivo-technicolor-ST2030-2.74 0.3
xivo-technicolor-TB30-1.74.0 0.3
xivo-yealink-v70 1.24
xivo-yealink-v72 1.24
xivo-yealink-v73 1.24
xivo-yealink-v80 1.24

Plugins with greater version number or greater firmware-version number are also compatible.

If the xivo-provd plugins are not updated or the phone are not rebooted, the user will by default only be able to
search in the “internal” and “xivodir” directory definitions. If you want to add or remove sources for these phones,
you’ll need to edit xivo-dird configuration files. More precisely, you’ll need to edit the sources associated to the
profile named default_phone.

Update Your Firewall Rules If there’s a firewall (or a NAT equipement) between your XiVO and your phones,
you must know that the port used for the directory lookup from the phone has changed from port TCP/80 to port
TCP/9498. The new port is going to be used only by phones which are using a compatible plugins (see list above)
and have been rebooted; otherwise, the port TCP/80 will still be used.

Review Your Directory Configuration During the upgrade, new LDAP directory definitions might be created
and fields to existing one might be added.

For example, if you had an LDAP filter which was used for directory lookup from your phones, then a corre-
sponding LDAP directory definition will be created if nonexistent, and otherwise be updated to make sure the
display_name and phone_office (or another field, depending on the phone number type of your LDAP
filter) fields are defined. The directory definition will also be added to all the direct directories entries, i.e. added
to all items in the Services — CTI Server — Direct directories page.

If you were using LDAP filters with custom phone number types, the custom part will be lost, and to get back the
same behaviour, you’ll need to modify xivo-dird configuration files and update the field’s name in your directory
definition.

Also, if you have other directory defintions that you now want to use from your phones (e.g. CSV directories),
make sure that their configuration is working, i.e. that they have a display_name and phone fields. During
the upgrade, these fields are automatically added to the directory defintion “xivodir”, “internal” and for LDAP
source, like described above.

15.16

Consult the 15.16 Roadmap

* The directory column type “mobile” was removed in favor of the new “callable” type. If you have hand-
written configuration files for xivo-dird, in section “views”, subsection “displays”, all keys “type” with value
“mobile” must be changed to value “callable”.
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15.15

The xivo-auth backend interface has changed, get_acls isnow get_consul_acls. All unofficial
back ends must be adapted and updated. No action is required for “normal” installations.

Voicemails can now be deleted even if they are associated to a user.

Consult the 15.15 Roadmap

Voicemail Upgrade Notes

Voicemail webservices in the web interface have been removed. Please use the XiVO confd API instead.
Voicemail IMAP configuration has been migrated to the new Advanced tab.

Voicemail option Disable password checking hasbeen converted to Ask password. The value
has also been inverted. (e.g. If Disable password checking was false, Ask password is true.)
Ask password is activated by default.

After an upgrade, if ever you have errors when searching for voicemails, please try clearing cookies in your
web browser.

A voicemail must be dissociated from any user prior to being deleted. Voicemail are dissociated by editing
the user and clicking on the Delete voicemail button in the Voicemail tab. This constraint will
disappear in future versions.

Deleting a user will dissociate any voicemail that was attached, but will not delete it nor any messages.
Creating a line is no longer necessary when attaching a voicemail to a user.

The following fields have been modified when importing a CSV file:

Old name New name Required ? | New default value
voicemailmailbox | voicemailnumber yes
voicemailskippass | voicemailaskpassword | no 1
voicemailcontext yes
Directories

Concatenated fields in directories are now done in the directory definitions instead of the displays

The field column in directory displays are now field names from the directory definition. No more {db-*}
are required

In the directory definitions fields can be modified using a python format string with the fields comming from
the source.

Most of the configuration for xivo-dird is now generated from xivo-confgen using the values in the web
interface.

The remote directory xlet has been removed in favor of the new people xlet.

See Directories and Integration of XiVO dird with the rest of XiVO for more details

15.14

Consult the 15.14 Roadmap

Default password for xivo-polycom—4.0.4 plugin version >= 1.3 is now 9486 (i.e. the word “xivo”
on a telephone keypad).

Default password for xivo-polycom-5. 3.0 plugin version >= 1.4 is now 9486.
Caller id management for users in confd has changed. Consult the xivo-confd REST API changelog.

The Local Directory Xlet is replaced with the People Xlet. Contacts are automatically migrated to the server.
Note that the CSV format for importing contacts has changed (see People Xlet for more information).

24

Chapter 1. Table of Contents


https://projects.wazo.community/versions/231
https://projects.wazo.community/versions/230

XiVO-doc Documentation, Release 15.19

15.13

Consult the 15.13 Roadmap
Asterisk has been upgraded from version 11.17.1 to 13.4.0, which is a major Asterisk upgrade.

An ARI user has been added to /etc/asterisk/ari.conf. If you have configured Asterisk HTTP
server to bind on a publicly reachable address (in /etc/asterisk/http.conf), then you should up-
date your configuration to prevent unauthorized access on your Asterisk.

The xivo-dird configuration option source_to_display_columns has been removed in favor of the new op-
tion format_columns. All source configuration using the source_to_display_columns must be updated. A
migration script will automatically modify source configuration in the /etc/xivo-dird/sources.d directory.

Please consult the following detailed upgrade notes for more information:

Asterisk 11 to 13 Upgrade Notes

You might be impacted by the upgrade to Asterisk 13 if you have:

custom dialplan

custom Asterisk configuration

custom application using AGI, AMI or any other Asterisk interface
custom application exploiting CEL or queue_log

custom Asterisk modules (e.g. codec_g729a.s0)

customized Asterisk in some other way

DAHDI trunks using SS7 signaling

If you find yourself in one of these cases, you should make sure that your customizations still work with Asterisk

13.

If you are upgrading from Asterisk 1.8, you should also check the Asterisk 1.8 to 11 upgrade notes.

Changes Between Asterisk 11 and 13 Some of the more common changes to look for:

SS7 support has been removed from the Asterisk package of XiVO.

All channel and global variable names are evaluated in a case-sensitive manner. In previous versions of As-
terisk, variables created and evaluated in the dialplan were evaluated case-insensitively, but built-in variables
and variable evaluation done internally within Asterisk was done case-sensitively.

The SetMusicOnHold dialplan application was deprecated and has been removed. Users of the application
should use the CHANNEL function’s musicclass setting instead.

The WaitMusicOnHold dialplan application was deprecated and has been removed. Users of the application
should use MusicOnHold with a durat ion parameter instead.

The SIPPEER dialplan function no longer supports using a colon as a delimiter for parameters. The param-
eters for the function should be delimited using a comma.

The SIPCHANINFO dialplan function was deprecated and has been removed. Users of the function should
use the CHANNEL function instead.

For SIP, the codec preference order in an SDP during an offer is slightly different than previous releases.
Prior to Asterisk 13, the preference order of codecs used to be:

1. Our preferred codec
2. Our configured codecs

3. Any non-audio joint codecs
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Now, in Asterisk 13, the preference order of codecs is:
1. Our preferred codec
2. Any joint codecs offered by the inbound offer
3. All other codecs that are not the preferred codec and not a joint codec offered by the inbound offer

* Queue strategy rrmemory (Round robin memory) now has a predictable order. Members will be called in
the order that they are added to the queue. For agents, this means they will be called in the order they are
logged.

¢ When performing queue pause/unpause on an interface without specifying an individual queue, the PAUSE-
ALL/UNPAUSEALL event will only be logged if at least one member of any queue exists for that interface.
This has an impact on the agent performance statistics; an agent must be a member of at least 1 queue for
its pause time to show up in the statistics.

You can see the complete list of changes from the Asterisk website:
* https://wiki.asterisk.org/wiki/display/AST/Upgrading+to+Asterisk+12
* https://wiki.asterisk.org/wiki/display/AST/Upgrading+to+Asterisk+13
* http://git.asterisk.org/gitweb/?p=asterisk/asterisk.git;a=blob;f=CHANGES;h=d0363f7c3b03cec5{71b3806535c4f9d2b2baal)

The AGI protocol did not change between Asterisk 11 and Asterisk 13; if you have custom AGI applications, you
only need to make sure that the dialplan applications and functions you are using from the AGI are still valid.

List of Known Bugs And Limitations List of known bugs and limitations for Asterisk 13 in XiVO:

* When direct media is active and DTMF are sent using SIP INFO, DTMF are not working properly. It is also
impossible to do an attended transfer from the XiVO client in these conditions.

See http://projects.wazo.community/issues/5692.

* There’s a small memory leak occurring on certain call scenarios (mostly call center scenarios); you should
check the memory usage of your asterisk process once per month and do a xivo-service restart
when the memory usage grows too large.

See http://projects.wazo.community/issues/5694.

15.12

* Consult the 15.12 Roadmap

* The certificate used for HTTPS in the web interface will be regenerated if the default certificate was used.
Your browser will complain about the new certificate, and it is safe to accept it (see #3656). See also HTTPS
certificate.

 If you have an HA configuration, then you should run xivo-sync -i on the master node to setup file
synchronization between the master and the slave. File synchronization will then be done automatically
every hour via rsync and ssh.

* xivo-auth and xivo-dird now use HTTPS, if you have custom development using these services, update your
configuration accordingly.

15.11

e Consult the 15.11 Roadmap

e The call records older than 365 days will be periodically removed. The first automatic purge will occur in
the night after the upgrade. See Purge Logs for more details.
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15.10

* Consult the 15.10 Roadmap

15.09

* Consult the 15.09 Roadmap

15.08

¢ Consult the 15.08 Roadmap

* The Dialer Xlet has been integrated in Identity Xlet.

15.07

* Consult the 15.07 Roadmap

15.06

* Consult the 15.06 Roadmap

* The provd client has been moved into a new python package, xivo_provd_client. If you have custom scripts
using this client, you’ll need to update them. See http://projects.wazo.community/issues/5469 for more

information.

* The provd_pycli command name has been deprecated in favor of xivo-provd-cli. These 2 commands do the
same thing, the only difference being the name of the command. The provd_pycli command name will be
removed in 15.18, so if you have custom scripts referencing provd_pycli, you’ll need to update them.

* The xivo-agentctl command name has been deprecated in favor of xivo-agentd-cli. These 2 commands do
the same thing, the only difference being the name of the command. The xivo-agentctl command name will
be removed in 15.18, so if you have custom scripts referencing xivo-agentctl, you’ll need to update them.

15.05

* Consult the 15.05 Roadmap

* The Xlet identity has been modified to follow the new XiVO Client design which implies the removal of

some details.

15.04

* Consult the 15.04 Roadmap

15.03

¢ Consult the 15.03 Roadmap

15.02

* Consult the 15.02 Roadmap

1.4. Upgrading
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15.01

* Consult the 15.01 Roadmap

e The confd REST API is now more restrictive on HTTP headers. Particularly, the headers Accept and
Content-Type must be set to (typically) application/json.

* The following configuration files have been created:
- /etc/xivo-agid/config.yml
- /etc/xivo-call-logd/config.yml

- /etc/xivo—amid/config.yml

/etc/xivo—-agentd/config.yml

Archives

Archived Upgrade Notes

2014

14.24
e Consult the 14.24 Roadmap
The following security vulnerability has been fixed:

e XIVO-2014-01: Queues and groups permit callers to make unwanted calls

14.23
* Consult the 14.23 Roadmap

» The “waiting calls / logged agents ratio” queue diversion scenario has been renamed to “number of waiting
calls per logged agents”.

e A new community section was added to the official documentation for all user-contributed documentation.

14.22
* Consult the 14.22 Roadmap

* The sheet event Dial on queues is now only sent to the ringing agent. The sheet is also sent a little later
during the call, when the ringing agent is known.

14.21
* Consult the 14.21 Roadmap

* The confd REST API is now accessible via HTTPS on port 9486 and via HTTP on port 9487 (localhost
only). These ports are replacing the 50051 and 50050 ports respectively. It will still be possible to access
the confd REST API via the 50051 and 50050 ports for the next year, but you are advised to update your
confd REST API clients as soon as possible.

* The old (unsupported) ami-proxy is now replaced by an ami-proxy built in xivo-ctid. You must uninstall the
old ami-proxy before activating the built-in version. See troubleshooting xivo-ctid to learn how to activate.
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14.20
* Consult the 14.20 Roadmap
* Default parameters for all Cisco SPA ATA plugins have changed to be better suited for european faxes.

¢ Following the POODLE attack (CVE-2014-3566), SSL 3.0 has been disabled for the web interface and the
xivo-confd REST API.

If you have Aastra phones and are using the remote directory on them, consult the following detailed upgrade
notes:

Aastra Remote Directory Upgrade Notes Starting from XiVO 14.20, it is not possible anymore to use SSL 3.0
when connecting to XiVO using HTTPS.

This has the unfortunate consequence of breaking the remote directory on Aastra phones configured by the
xivo-aastra provisioning plugins in version 1.2 and earlier.

Upgrade procedure To be able to use the remote directory on your Aastra phones on XiVO 14.20 or later, you’ll
need to take one of the following actions:

Upgrade to the Latest Plugin This is the recommended solution. This can be done either before or after the
upgrade. You’ll have to:

1. Upgrade your xivo—aastra plugin to version 1.3 or later
2. Restart/synchronize all your phones

The correction is only available for plugin xivo—-aastra-3.3.1-SP2 and later. If you are using an older
plugin (xivo-aastra—-3.2.2-SP3 for example), then you’ll need to install a newer plugin and update all
your phones to use the new plugin.

If you were already using custom templates, make sure to update them so that the phones access the remote
directory via HTTP instead of HTTPS. This can be done using the following command:

find /var/lib/xivo-provd/plugins/xivo—aastrax —-name 'x.tpl' -exec sed -i '/X_xivo_ph#mebook_ip/s/‘

Update the Templates If you can’t or don’t want to update to a newer plugin, you can instead update the
templates used by the plugin. This can be done either before or after the upgrade. You’ll have to:

1. Update the templates so that the directory is accessed via HTTP
2. Restart/synchronize all your phones

In this specific case, it is safe to directly modify the templates used by the plugin instead of creating custom
templates. To update the templates, you can use the following command:

find /var/lib/xivo-provd/plugins/xivo-aastrax —-name 'x.tpl' -exec sed -i '/X_xivo_ph%mebook_ip/s/‘

Re-enable SSL 3.0 If you can’t restart/synchronize your phones, the last solution is to re-enable SSL 3.0 on
your XiVO. This should only be used as a temporary solution to give you more time to plan a firmware upgrade
for your phones. This can be done only after the upgrade. You’ll have to:

1. Update nginx configuration
2. Reload nginx

This can be done using the following commands:

sed —-i 's/ssl_protocols .*/ssl_protocols SSLv3 TLSvl TLSvl.l1l TLSvl1.2;/' /etc/nginx/s]
service nginx reload

ltes—availabl
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14.19
* Consult the 14.19 Roadmap

14.18
* Consult the 14.18 Roadmap

* xivo-fai packages were replaced with xivo-dist : a new tool to handle repositories sources. Upon upgrade,
xivo-dist is installed and run and all xivo-fai packages are purged. Consult xivo-dist use cases

14.17
* Consult the 14.17 Roadmap

* DAHDI configuration file /etc/dahdi/modules is no more created by default and must now be main-
tained manually. No action is needed upon upgrade but be aware that the upstream sample file is now
available in /usr/share/dahdi/modules.sample. See dahdi modules documentation for detailed
info.

* The new CCSS feature will not be enabled upon upgrade, you must explicitly enable it in the /PBX — IPBX
Services — Extensions menu.

14.16
* Consult the 14.16 Roadmap
¢ See the changelog for xivo-confd’s REST API

* DAHDI is upgraded to 2.10.0. If the upgrade process asks about /et c/dahdi/modules, we recommend
that you keep the old version of the file.

* Asterisk now inserts CEL and queue log entries via the ODBC asterisk modules instead of the pgsql mod-
ules.

14.15
* Consult the 14.15 Roadmap

* Duplicate function keys will be deleted upon upgrade. If multiple function keys pointing to the same des-
tination are detected for a given user, only the one with the lowest position will be kept. To see the list of
deleted function keys, check the xivo-upgrade log file such as:

grep MIGRATE_FK /var/log/xivo-upgrade.log

DAHDI 2.9.2 Upgrade Notes These notes only apply to:
* Digium TE133/TE131 cards that are in firmware version 780017 or earlier

* Digium TE435/TE235 cards that are in firmware version e0017 or ealier

Warning: The system will need to be power cycled after the upgrade. Your cards will not be usable until
then.

After the upgrade First, you need to install the latest firmware for your TE133/TE131 or TE435/TE235 cards:

xivo-fetchfw install digium-tel33
xivo-fetchfw install digium-te435

Then stop all the services and reload the DAHDI modules. Reloading the DAHDI module might take up to 30
seconds:
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xivo-service stop
service dahdi stop
service dahdi start

Following this manipulation, you should see something similar at the end of the /var/log/messages file:

dahdi: Telephony Interface Unloaded

dahdi: Version: 2.9.2

dahdi: Telephony Interface Registered on major 196

wctel3xp 0000:03:0c.0: Firmware version 780017 is running, but we require version 78
wctel3xp 0000:03:0c. firmware: agent loaded dahdi-fw-tel33.bin into memory
wctel3xp 0000:03:0c.
wctel3xp 0000:03:0c.
wctel3xp 0000:03:0c.
wctel3xp 0000:03:0c.
wctel3xp 0000:03:0c.
wctel3xp 0000:03:0c.
wctel3xp 0000:03:0c.
wctel3xp 0000:03:0c.

Uploading dahdi-fw-tel33.bin. This can take up to 30 seconds.
Delaying reset. Firmware load requires a power cycle

Running firmware version: 780017

Loaded firmware version: 780019 (Will load after next power cy
FALC version: 5

Setting up global serial parameters for T1

VPM450: firmware dahdi-fw-oct6114-032.bin not available from

O O O OO O o oo

Found dahdi-fw-tel33.bin (version: 780019) Preparing for flash

019.

ycle)

serspace

For the firmware update to complete, you must halt the machine (a reboot won’t be enough) before restarting it.

14.14
* Consult the 14.14 Roadmap
* See the changelog for REST API

» Upon an important freeze of Asterisk, Asterisk will be restarted. See the associated ticket for more infor-
mation.

14.13
* Consult the 14.13 Roadmap
* See the changelog for REST API

* Skills-based routing: for an agent which doesn’t have the skill X, the rule X < 10 was previously evaluated to
true, since not having the skill X was equivalent to having it with a value of 0. This behaviour has changed,
and the same expression is now evaluated to false. If you are using skills-based routing, you’ll need to check
that your rules are still doing what you expect. See skill evaluation for more information.

14.12
* Consult the 14.12 Roadmap

 All provisioning plugins were modified. Although not mandatory, it is strongly advised to update all used
plugins.

* The function key ‘Activate voicemail’ was removed as it was a duplicate of existing function key ‘Enable
voicemail’. All users having the ‘Activate voicemail’ function key will have to be reconfigured with a
‘Enable voicemail’ function key in order to keep the equivalent feature.

* Log files have changed for the following daemons (previously in /var/log/daemon.loq):
— xivo-provd: /var/log/xivo-provd.log
— xivo-agid: /var/log/xivo-agid.log

— xivo-sysconfd: /var/log/xivo-sysconfd.log
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14.11
* Consult the 14.11 Roadmap

e The API URL /lines/<id>/extension is now deprecated. Use /lines/<id>/extensions
instead.

14.10
* Consult the 14.10 Roadmap

* Custom MOH have been fixed, but can not be used for playing uploaded files anymore. See Music on Hold.

14.09
¢ Consult the 14.09 Roadmap

e REST API 1.0 is no more. All code, tests and documentation was removed from XiVO. All code developped
for REST API 1.0 must now be adapted to use REST APT 1.1.

14.08
¢ Consult the 14.08 Roadmap

e The xivo database has been merged into the asterisk database. The database schema has also been
altered in a way that it might make the upgrade longer than usual.

Please consult the following detailed updated notes for more information:

Databases Merge Upgrade Notes The xivo database has been merged into the asterisk database in XiVO
14.08. This has an impact on:

* The restore procedure. There’s only one database to restore now. Also, the procedure to restore the data
while keeping the system configuration has been updated.

 The data that is replicated between the master and the slave in a high availability cluster.

Previously, all the configuration that was under the “Configuration” menu of the web interface was not replicated
between the master and slave. This is now replicated, except for:

* HA settings

* All the network configuration (i.e. everything under the Configuration — Network section)

* All the support configuration (i.e. everything under the Configuration — Support section)
The call center statistics have also been excluded from the replication.

The way the replication is done has also been updated, which makes it faster.

Optional Upgrade Procedure When upgrading to XiVO 14.08, the database schema will be altered.
This will result in a longer upgrade time if you have a lots of rows in the queue_log table.

You can see the number of rows in your queue_log table with:

sudo -u postgres psgl -c "SELECT count () FROM queue_log" asterisk

On ordinary hardware, you can expect that it will take ~10 minutes for every 2.5 million of rows. So if you have
5 million of rows in your queue_log table, you can expect that the upgrade will take an extra 20 minutes.

It is possible to reduce the amount of additional time the upgrade will take by either removing rows from the table
or altering the table before the upgrade.

Both these commands can be run while the XiVO services are up.
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For example, if you want to remove all the rows before march 2014, you can use:

‘sudo -u postgres psgl -c "DELETE FROM queue_log WHERE \"time\" < '2014-03-01'" aster#sk

If you want to alter the table before the upgrade, you can use:

‘sudo -u postgres psgl -c "ALTER TABLE queue_log ADD COLUMN id SERIAL PRIMARY KEY; GR%NT ALL ON SE

Note: It is recommended to execute this command when there’s no activity on the system.

More Technical Information The way the database is initially provisioned and the way it is altered during an
upgrade has also been changed.

In XiVO 14.07 and earlier, the  database @ was  provisioned by  executing the
/usr/share/xivo-manage—db/datastorage/asterisk.sqgl SQL script. Starting with XiVO
14.08, the xivo-init—db is responsible for provisioning the database. This script should not be used by an
administrator in normal circumstance.

Starting with XiVO 14.08, database migration are done with the help of alembic instead of the
asterisk-XXX.sql and xivo-XXX.sql scripts.  The alembic migration scripts can be found inside the
/usr/share/xivo-manage—db directory.

Otherwise, the xivo—-check—-db and xivo-update—db commands have been updated to work with both
the old and the new systems and are still the official way to check the database state and update the database
respectively.

14.07
* Consult the 14.07 Roadmap
 Configuration for phones used for the switchboard has changed.

Please consult the following detailed updated notes for more information:

Switchboard Phone Configuration Upgrade Notes The xivo-aastra-switchboard and xivo-snom-switchboard
plugins have been removed and their functionalities are now provided by the generic xivo-aastra and xivo-snom
plugins respectively.

The upgrade is not done automatically, so please follow the Upgrade Procedure section below.

Although you are strongly advised to upgrade your switchboard phone configuration, backwards compatibility
with the old system will be maintained.

Note that if you need to install a switchboard for a previous version of XiVO, the old xivo-aastra-switchboard and
xivo-snom-switchboard plugins can be found in the archive repository.

Upgrade Procedure This procedure should be executed after the upgrade to 14.07 or later: the options used in
this procedure are not available in versions before 14.07.

The following upgrade procedure suppose that you are using an Aastra phone as your switchboard phone. The
same upgrade procedure apply for Snom phones, with the only difference being the different plugin name.

1. Update the list of installable plugins.

2. Install the latest xivo-aastra plugin, or upgrade it to the latest version if it is already installed.

3. Install the needed language files and firmware files.

4. For each phone used for the switchboard, change the plugin and activate the switchboard option:
 Select the generic xivo-aastra plugin.

¢ Check the “switchboard” checkbox.
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* Synchronize the phone.
5. Once this is completed, you can uninstall the xivo-aastra-switchboard plugin.

An unofficial script that automates this procedure is also available on github:

cd /tmp
wget —-no-check-certificate https://raw.githubusercontent.com/xivo-pbx/xivo-tools/master/scripts/:
python migrate_switchboard_1407.py

14.06
* Consult the 14.06 Roadmap

* The XiVO client now uses Qt 5 instead of Qt 4. There is nothing to be aware of unless you are building
your own version of it.

14.05
* Consult the 14.05 Roadmap
e The CTI Protocol has been updated.
* The specification of the ‘answered-rate’ queue statistic has changed to exclude calls on a closed queue
* The switchboard can now choose which incoming call to answer

» The package versions do not necessarily contain the current XiVO version, it may contain older versions.
Only the package xivo is guaranteed to have the current XiVO version.

Please consult the following detailed updated notes for more information:

DAHDI 2.9.0 Upgrade Notes These notes only apply to Digium TE133 or TE134 cards that are in firmware
version 770017 or earlier.

Warning: The system will need to be power cycled after the upgrade. Your cards will not be usable until
then.

After the upgrade First, you need to install the latest firmware for your TE133 or TE134 cards:

xivo-fetchfw install digium-tel33
xivo-fetchfw install digium-tel34

Then stop all the services and reload the DAHDI modules. Reloading the DAHDI module might take up to 30
seconds:

xivo-service stop
service dahdi stop
service dahdi start

Following this manipulation, you should see something similar at the end of the /var/log/messages file:

dahdi: Telephony Interface Unloaded

dahdi: Version: 2.9.0

dahdi: Telephony Interface Registered on major 196
wctel3xp 0000:03:0c.0: Firmware version 6£f0017 is running, but we require version 78(0017.
wctel3xp 0000:03:0c. firmware: agent loaded dahdi-fw-tel34.bin into memory
wctel3xp 0000:03:0c. Found dahdi-fw-tel34.bin (version: 780017) Preparing for flash
wctel3xp 0000:03:0c. Uploading dahdi-fw-tel34.bin. This can take up to 30 seconds.
wctel3xp 0000:03:0c. Delaying reset. Firmware load requires a power cycle
wctel3xp 0000:03:0c. Running firmware version: 6£0017

wctel3xp 0000:03:0c. Loaded firmware version: 780017 (Will load after next power cycle)
wctel3xp 0000:03:0c. FALC version: 5

O O O O o o o
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wctel3xp 0000:03:0c.0: Setting up global serial parameters for T1
wctel3xp 0000:03:0c.0: VPM450: firmware dahdi-fw-oct6114-032.bin not available from uyserspace
wctel3xp 0000:03:0c.0: Found a Wildcard TE132/TE134 (SN: 1TE134F - DF05132600690 - Bl - 20130702)

For the firmware update to complete, you must halt the machine (a reboot won’t be enough) before restarting it.

SCCP Upgrade Notes Important modification have been made to the internal structure of the SCCP channel
driver, xivo-libsccp.

The modifications mostly affect administrators; users are not affected.
Major changes are:
* Improved support for live modifications; no more manual intervention in the asterisk CLI is needed.

* Improved handling of concurrency; crash and deadlock due to concurrency problems should not occur
anymore.

CLI The following commands have been removed because they were not needed:
* sccp resync
* sccp set directmedia
¢ sccp show lines
* sccp update config
The behavior of the following commands have been changed:

* module reload chan_sccp reloads the module configuration, without interrupting the telephony ser-
vice. A device will only be resetted/restarted if needed, and only once the device is idle. Some changes
don’t even require the device to be resetted.

* sccp show config output format has been changed a little.

* sccp show devices only show the connected devices instead of all the devices. This might change in
the future. To get a list of all the devices, use sccp show config.

Configuration File The format of the sccp. conf configuration file has been changed. This will only impact
you if you are using xivo-libsccp without using XiVO.

The format has been changed because the module is now using the ACO module from asterisk, which expect
configuration file to have a specific format.

See sccp.conf.sample for a configuration file example.

Other Each SCCP session/connection now use 3 file descriptors instead of 1 previously. On XiVO, the file
descriptor limit for the asterisk process is 8192, which means that the increase in used file descriptors should not
be a problem, even on a large installation.

14.04
¢ Consult the 14.04 Roadmap
* Live reload of the configuration can be enabled and disabled using the REST API

» The generation of call logs for unanswered calls from the XiVO client have been improved.
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14.03
* Consult the 14.03 Roadmap

* A migration script adds an index on the linkedid field in the cel table. Tests have shown that this operation
can last up to 11.5 minutes on a XiVO Corporate with 18 millions CELs. xivo-upgrade will thus be slightly
longer.

* Two new daemons are now operationnal, xivo-amid and xivo-call-logd:

— xivo-amid constantly reads the AMI and sends AMI events to the RabbitMQ bus

— xivo-call-logd generates call-logs in real time based on AMI LINKEDID_END events read on the bus
* An increase in load average is expected with the addition of these two new daemons.

* The cron job calling xivo-call-logs now runs once a day at 4:25 instead of every 5 minutes.

14.02
e Consult the 14.02 Roadmap
* PHP Web services has been removed from documentation
* REST API 1.0 Web services has been removed from documentation

e REST API 1.1 User-Line-Extension service is replaced by User-Line and Line-Extension services

14.01
e Consult the 14.01 Roadmap
* The following paths have been renamed:
- /etc/pf-xivoto /etc/xivo
- /var/lib/pf-xivoto /var/lib/xivo
— /usr/share/pf-xivoto /usr/share/xivo

You must update any dialplan or configuration file using these paths

2013

13.25
* Consult the 13.25 Roadmap

* Debian has been upgraded from version 6 (Squeeze) to 7 (Wheezy), which is essentially a complete system
upgrade.

Please consult the following detailed upgrade notes for more information:

Debian GNU/Linux Wheezy Upgrade Notes

Before the upgrade
¢ The upgrade will take longer than usual, because the whole Debian system will be upgraded

* The system must be restarted after the upgrade, because the Linux kernel will also be upgraded
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LDAPS In case XiVO is using a LDAP server through SSL/TLS (LDAPS), the documentation instructed you
to append the certificate to /etc/ssl/certs/ca-certificates.crt. However, this is the wrong way to
add a new certificate, because it will be erased by the upgrade.

To keep your certificate installed through the upgrade, you must follow the instructions given in the LDAP docu-
mentation.

After the upgrade

GRUB (Cloned Virtual Machines only) GRUB installations on cloned virtual machines may lead to un-
bootable systems, if not fixed properly before restarting the system. If xivo-upgrade detects your system is in
a broken state, it will display a few commands to repair the GRUB installation.

13.24
¢ Consult the 13.24 Roadmap

e Default Quality of Service (QoS) settings have been changed for SCCP. The IP packets containing audio
media are now marked with the EF DSCP.

13.23
e Consult the 13.23 Roadmap

* The New call softkey has been removed from SCCP phones in connected state. To start a new call, the user
will have to press Hold then New call. This is the same behavior as a Call Manager.

* Some softkeys have been moved on SCCP phones. We tried to keep the keys in the same position at any
given time. As an example, the transfer key will not become End call while transfering a call. Note that this
is a work in progress and some models still need some tweaking.

13.22
* Consult the 13.22 Roadmap

* PostgreSQL will be upgraded from 9.0 to 9.1. The upgrade of XiVO will take longer than usual, depending
on the size of the database. Usually, the database grows with the number of calls processed by XiVO. The
upgrade will be stopped if not enough space is available on the XiVO server.

13.21
e Consult the 13.21 Roadmap

* It is no more possible to delete a device associated to a line using REST API.

13.20
* Consult the 13.20 Roadmap
* xivo-libsccp now supports direct media on wifi phone 7920 and 7921

* xivo-confd now implements a voicemail list

13.19

¢ Since XiVO 13.18 was not released, the 13.19 release contains all developments of both 13.18 and 13.19,
therefore please consult both Roadmaps :

* Consult the 13.19 Roadmap
* Consult the 13.18 Roadmap
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* Call logs are now generated automatically, incrementally and regularly. Call logs generated before 13.19
will be erased one last time.

» The database was highly modified for everything related to devices : table devicefeatures does not exist
anymore and now relies on information from xivo-provd.

13.17
e Consult the 13.17 Roadmap

* There is a major change to call logs. They are no longer available as a web report but only as a csv export.
See the call logs documentation. Furthermore, call logs are now fetched from xivo-confd REST API.

 Paging group numbers are now exclusively numeric. All non-numeric paging group numbers are converted
to their numeric-only equivalent while upgrading to XiVO 13.17 ( *58 becomes 58, for example).

13.16
* Consult the 13.16 Roadmap

* A migration script modifies the user and line related-tables and the way users, lines and extensions are
associated. As a consequence of this script, it is not possible any more to associate a user and a line without
extensions. Existing associations between users and one or more lines having no extensions will be removed.
Users and lines will still exist unassociated.

* The call logs page is able to display partial results of big queries, instead of displaying a blank page.

* Two new CEL messages are now enabled : LINKEDID_END and BRIDGE_UPDATE. Those events will
only exist in CEL for calls passed after upgrading to XiVO 13.16.

* The new REST API now makes possible to associate multiple user to a given line and/or extension. There
are currently some limitations on how those users and lines can be manipulated using the web interface.

13.15

* There was no production release of XiVO 13.15. All 13.15 developments are included in the official 13.16
release.

13.14
e Consult the 13.14 Roadmap

¢ The latest Polycom plugin enables the phone lock feature with a default user password of ‘123’. All Polycom
phones used with XiVO also have a default admin password. In order for the phone lock feature to be secure,
one should change every phone’s admin AND user passwords.

* WebServices for SIP trunks/lines: field nat: value yes changed to force_rport, comedia

* The database has beed updated in order to remove deprecated tables (generalfeatures, extenumbers, exten-
hash, cost_center).

13.13
* Consult the 13.13 Roadmap

13.12
e Consult the 13.12 Roadmap
* CTI protocol: Modified values of agent availability. Read CTI Protocol changelog

¢ Clean-up was made related to the minimization of the XiVO Client. Some visual differences have been
observed on Mac OS X that do not affect the XiVO Client in a functional way.
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13.11
* Consult the 13.11 Roadmap
* Asterisk has been upgraded from version 11.3.0 to 11.4.0
API changes:
* Dialplan variable XIVO_INTERFACE_0 is now XIVO_INTERFACE
* Dialplan variable XIVO_INTERFACE_NB and XIVO_INTERFACE_COUNT have been removed
* The following fields have been removed from the lines and users web services

line_num

roles_group

rules_order

rules_time

rules_type

13.10
* Consult the 13.10 Roadmap
API changes:

e CTI protocol: for messages of class getlist and function updateconfig, the config ob-
ject/dictionary does not have a rules_order key anymore.

13.09
e Consult the 13.09 Roadmap

e The Restart CTI server link has been moved from Services — CTI Server — Control to Services — IPBX
— Control.

» The Agent Status Dashboard has been optimized.

* The Directory xlet can now be used to place call.

13.08
* Consult the 13.08 Roadmap
* asterisk has been upgraded from version 1.8.21.0 to 11.3.0, which is a major asterisk upgrade.
* The switchboard’s queue now requires the xivo_subr_switchboard preprocess subroutine.

* A fix to bug #4296 introduced functional changes due to the order in which sub-contexts are included.
Please refer to ticket for details.

Please consult the following detailed upgrade notes for more information:

Asterisk 1.8 to 11 Upgrade Notes Table of modules that were available in the asterisk 1.8 package but that are
not available anymore in the asterisk 11 package:
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Name Description Loaded in Asterisk Replaced By
AST1.8 Status

app_dahdibarge Barge in on DAHDI channel Yes Deprecated app_chanspy
application

app_readfile | Stores output of file into a variable | Yes Deprecated func_env

(FILEQ)

app_saycountpl Say polish counting words Yes Deprecated say.conf

app_setcallerid Set CallerID Presentation Yes Deprecated func_callerid
Application

cdr_sqlite SQLite CDR Backend No Removed cdr_sqlite3_custom

chan_gtalk Gtalk Channel Driver No Deprecated chan_motif

chan_jingle Jingle Channel Driver No Deprecated chan_motif

chan_vpb Voicetronix API driver No Supported

format_sln16 | Raw Signed Linear 16KHz Audio Yes Removed format_sin
support

res_ais SAForum AIS No Removed res_corosync

res_jabber AJI - Asterisk Jabber Interface No Deprecated res_xmpp

List of modules that were loaded in asterisk 1.8 but that are not loaded anymore in asterisk 11 (see modules.conf):
¢ res_calendar.so
 res_calendar_caldav.so
e res_calendar_ews.so
* res_calendar_exchange.so
* res_calendar_icalendar.so
* res_config_sqlite.so
e res_stun_monitor.so
List of debian packages that are not available anymore for asterisk 11:
* asterisk-config
* asterisk-mysql

e asterisk-web-vmail

Note: These packages were not installed by default for asterisk 1.8.

If you are using some custom dialplan or AGIs, it is your responsibility to make sure it still works with asterisk
11. See the External Links for more information.

External Links
* http://svnview.digium.com/svn/asterisk/branches/1 1/UPGRADE-10.txt
* http://svnview.digium.com/svn/asterisk/branches/11/UPGRADE.txt
* https://wiki.asterisk.org/wiki/display/AST/New+in+10
* https://wiki.asterisk.org/wiki/display/AST/New+in+11

The switchboard’s queue preprocess subroutine The switchboard’s queue now uses a preprocess subroutine
named xivo_subr_switchboard. This preprocess subroutine will be associated with all queues named __switch-
board that have no preprocess subroutine defined before the upgrade.

If your switchboard queue is named anything other than __switchboard you should add the preprocess subroutine
manually.
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If your switchboard queue already has a preprocess subroutine, you should add a Gosub(xivo_subr_switchboard)
to you preprocess subroutine.

Warning: This change is only applied to the switchboard distribution queue, not the queue for calls on hold.

13.07
* Consult the 13.07 Roadmap

* Agent Status Dashboard has more features and less limitations. See related agent status dashboard docu-
mentation

* XiVO call centers have no more notion of ‘disabled agents’. All previously disabled agents in web interface
will become active agents after upgrading.

* asterisk has been upgraded from version 1.8.20.1 to 1.8.21.0. Please note that in XiVO 13.08, asterisk will
be upgraded to version 11.

* DAHDI has been upgraded from version 2.6.1 to 2.6.2.
* libpri has been upgraded from version 1.4.13 to 1.4.14.
* PostgreSQL upgraded from version 9.0.4 to 9.0.13

13.06
* Consult the 13.06 Roadmap

* The new Agent Status Dashboard has a few known limitations. See related dashboard xlet known issues
section

* Status Since counter in xlet list of agents has changed behavior to better reflect states of agents in queues as
seen by asterisk. See Ticket #4254 for more details.

13.05
* Consult the 13.05 Roadmap

* The bug #4228 concerning BS filter only applies to 13.04 servers installed from scratch. Please upgrade to
13.05.

* The order of softkeys on SCCP phones has changed, e.g. the Bis button is now at the left.

13.04
¢ Consult the 13.04 Roadmap
» Upgrade procedure for HA Cluster has changed. Refer to Specific Procedure : Upgrading a Cluster.

» Configuration of switchboards has changed. Since the directory xlet can now display any column from the
lookup source, a display filter has to be configured and assigned to the __switchboard_directory context.
Refer to Directory xlet documenttion.

* There is no more context field directly associated with a call filter. Boss and secretary users associated with
a call filter must necessarily be in the same context.

2012
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12.24
* Consult the 12.24 Roadmap

* XiVO 12.24 has some limitations mainly affecting the contact center features due to the rewriting of the
code handling agents.

Please consult the following detailed upgrade notes for more information:

Contact Center XiVO 12.24 In order to fix problems related to Asterisk freezing through the chan_agent mod-
ule, XiVO 12.24 implements a new way of managing agents.

Warning The contact center XiVO 12.24 does not implement all the features available in 12.22. Therefore, you
must not upgrade your XiVO if you depend on these features. These features will be reimplemented in the future
starting with version 13.01.

Missing Features
* Skill-based routing
¢ Penalities

* Call listening

Live reload via the web interface Agents must be logged out for the following operations:
* Adding or removing agents from the queues
* When changing the name of a queue (only the name, not the displayed name)

You can logoff all the agents with the following command:

xivo-agentctl -c "logoff all"

Preprocess subroutines Subroutines on users are currently no longer executed when an agent receives a call
from the queue

High availability (HA) HA for the contact center is not supported for the moment. When switching from a
master to a slave, you must relog all your agents.

SCCP Devices The “Available” / “In use” statuses for agents that are logged in do not work for the moment.

Changes in behavior

“In use” indicator in the XiVO client In XiVO 12.22, an agent is seen as “In use” when:
* The agent’s phone is ringing or has answered a call coming only from a queue
In XiVO 12.24:

* The agent’s phone is “In use” no matter where the call comes from

“Available” indicator in the XiVO client In XiVO 12.22, an agent is seen as “Available” when:
» The agent is not in pause/wrapup and his phone isn’t ringing/in conversation for a call coming from a queue
In XiVO 12.24:

* The agent is not in pause/wrapup and his phone is in the “idle” state
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“Agent linked” / ““Agent unlinked” Events

The “Agent linked” event no longer exists in XiVO 12.24. xivo-

upgrade will automatically migrate “Agent linked” / “Agent unlinked” sheets to the “linked” / “unlinked” event.

“Static” Agent VS “Dynamic” agent in the XiVO client There is no longer a difference between a “static” or
“dynamic” membership. All agent memberships are now considered “static”’. Membership changes between the

web interface and the XiVO client are now synchronized.

Updates Please note that when upgrading, the following actions will take place automatically:
* All agents will be logged off before migrating

* All agents with a “dynamic” membership will be removed from their queues

Useful links

CTI server is frozen and won’t come back online

Another change is in effect beginning with XiVO 12.24: the field profileclient in the CSV user import sees
its values change.

Old value New value
client Client

agent Agent
switchboard | Switchboard
agentsup Supervisor
oper removed
clock removed

1.5 XiVO Client

This section describes the XiVO Client.

1.5.1 Getting the XiVO client

Binaries of the XiVO Client are available on our mirror. (latest version) (all versions)

behaviour.

Warning: The installed version of the XiVO Client must match the XiVO server’s version installation. With
our current architecture, there is no way to guarantee that the XiVO server will be retro-compatible with older
versions of the XiVO Client. Non-matching XiVO server and XiVO Clients versions might lead to unexpected

Choose the version you want and in the right directory, get :
* the . exe file for Windows
* the . deb file for Ubuntu or Debian (i386 or amd64, depending on your computer)
¢ the . dmg file for Mac OS

For Windows, double-click on the file and follow the instructions. You can also install it silently:

‘xivoclient—l4.XX—x86.exe /S

For Ubuntu/Debian, double-click on the file or execute the following command:

’$ gdebi xivoclient-«.deb

For Mac OS, double-click on the file and drag-and-drop the inner file on the Application entry of the Finder.

The XiVO Client should then be available in the applications menu of each platform.

1.5. XiVO Client
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1.5.2 Connection to the server

To connect to the server using the XiVO client you need a user name, a password and the server’s address.
Optionally, it is possible to login an agent while connecting to the server.

1.5.3 Xlets

Xlets are features of the XiVO Client. It is the contraction of XiVO applets.
Conference Xlet
Overview

The conference xlet allow the user to join conferences and view conference room statuses.

Usage

The Conference room list tab show all available conference rooms configured on the XiVO. The user can click on a
conference number to join the conference. When a user joins a conference, his phone will ring and the conference
will be joined when the user answers the phone.

When clicking on a conference room a new tab is opened for the selected conference room. The new tab contains
information about the members of the conference. The name and number of the member will be displayed when
available. Users can also mute and unmute themselves using the microphone icon on the left.

Directory Xlet
Overview

The goal of the directory xlet is to allow the user to search through XiVO users, directory entries and arbitrary
numbers to be able to call and transfer calls to these destinations.

Usage
The list of entries in the xlet is searched using the top field. Entries are filtered by column content. The entry list
will initially appear as empty.

If the current search term is a valid number, it will be displayed in the result list with no name to allow transfer to
numbers that are not currently in the phonebook or configured on the XiVO.

Legend

e Users available
* Users ringing .'\

 Users talking

e Users t:«
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XiVO Client 15.10.2-12-gef3F9f6

Xivo Client Help

open-minded telecom systems

X0 is a unified communication system that connects
phones inside an organization with public and mobile
telephone networks.

lzgin

password

Remember me

Agent (logged in) W phone

1.5. XiVO Client
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XiVO Client 15.10.2-12-gef3F9f6 (Client profile)
Xivo Client Help

Alice Wonderland

Conference

ROOM LIST

NAME A NUMBER PIN CODE MEMBER COUNT STARTED SINCE
confroom 4001 No 2 00:00:29
confroom2 4002 Mo 0 Not started
confroom3 4003 Mo 0 Not started
confroom4 4004 Mo ] Not started

Connected
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XiVO Client 15.10.2-12-gef3F9f6 (Client profile)

Xivo Client  Help

Q Alice Wonderland

Conference

ROOMLIST - CONFROOM (4001)

NAME A  NUMBER SINCE

Alice Wonderland 1007 00:00:40

Dr Who 1005 00:00:39

Directo = B3
[100]

Name MNumber Location

\ Alice 1001 Quebec
Bob 1002

. Carlés 1003
Dave 1004

Q, 100
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« Mobile phone
g

¢ External contacts \ "

"

¢ Current search (not a contact)

Phonebook

Phonebook searches are triggered after the user has entered 3 characters. Results from remote directories will
appear after 1 second.

If a directory entry as the same number as a mobile or a phone configured on the XiVO, it’s extra columns will be
added to the corresponding entry instead of creating a new line in the search result.

For example:

If User I has number /000 and is also in a configured LDAP with a location in “Québec”, if the display filter
contains the Location column, the entry for User I will show “Québec” in the Location column after the search
results are received.

Configuration

Context The directory xlet needs a special context named __switchboard_directory. In Services — IPBX —
IPBX configuration — Contexts add a new context with the following parameters :

e Name : _ switchboard_directory
* Type of context : Other

* Display name : Switchboard

Name Displayed name Context type Entity Action
|:| §> default default Internal pem-dew (pem-dew) @
] 2 from-extern Incalls Incall pem-dev (pem-dev) @
O 2 invaid invalid Incall pem-dey (pem-dew) @&
O 2 pem-dev pem-dev Internal pem-dey (pem-dew) @
] & starscenter starscenter Internal pem-dev (pem-dev) )]
|:| }I_Switchboard_diremory Switchboard Cther I pem-dev (pom-dew) @ @
[ 2 to-extern Outcalls Outcall pem-dev (pem-dev) @

Display filter A new display filter must be created for the directory xlet.

The following fields must be configured with the correct value for the Field type column in order for entries to be
displayed in the xlet:

1. status is the column that will be used to display the status icon, the title can be empty
name is displayed in the Name column of the xlet
number_office is displayed in the Number column with a phone icon in the xlet

number_mobile is displayed in the Number column with a mobile icon in the xlet

A

number_... any other field starting with number_ will be displayed in the Number column of the xlet with a
generic directory icon

6. Any other field will be displayed in their own column of the directory xlet
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Name:

Field title Field type Default value Field name ]
1 1 1 ®
1 ®
1 ®
1 1 ®
number_mobie ] ®

Description

You need to restart the Dird server to apply changes.

The values in the Field name column must contain values that were created in the Directory definition.

The title used for the Number column is the title of the first field whose type starts with number_.

Note: The field title of the first number column will be used for the header title in the xlet.

Warning: Make sure that the fields entered in the display format are also available in the directory definition,
otherwise the filter will not return any results

Context and filter association The new Display filter has to be assigned to the __switchboard_directory context

' CT! Server S EHmCTcomex
General ing; . =
General Mame:| _ switchboard_directory =
Profiles Display fiter:
Status
| Presences I O B o -
Phone hints :
Directories :
Definitions H - = P =
Reverse directories : b L Pl
| Directdirectories || ® R
| Display fiters ! -
Sheets ' -
Wodels : ®
Events H
Control H ll ll
Restart CTIServer | | T T TTTSSToTosTooooooooooosonnmoooooes
>
Description

You can then choose which directories will be searched by the Xlet.

Warning: You must not select internal directory, as it is already handled.
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LDAP Configuration To search in Idap directories, you must have an LDAP server configured. See LDAP for
more details.

LDAP filter If you already have an LDAP filter configured for the Remote directory Xlet, you can use it.
If not, please refer to Add a LDAP Filter.

Include the new directory for lookup You must use the new LDAP filter in the Context and filter association
step.

Fax Xlet

Overview

The Fax xlet allows the user to send faxes from his XiVO client.

XiVO Client 15.10.2-12-gef3F9f6 (Client profile)

XiVO Client  Help

Alice Wonderland

Send fax

Choose file to send

file BROWSE...

Choose destination number

fax number

Connected

Usage

The Choose a file to send field is used to select which file you want to send. Only PDF documents are supported.
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The Choose destination number field is the fax destination, directory search can be used to find the fax number in
available directories.

History Xlet

Overview

The history xlet allow the user to view his last calls. The user can filter by sent, received and missed calls.

XiVO Client 15.10.2-12-gef3F9F6 (Client profile)

XivO Client Help

Alice Wonderland

History

ALL CALLS - SENT CALLS - RECEIVED CALLS - MISSED CALLS

NAME NUMBER DATE v  DURATION
i DrWho 1022 01/06/2015 06:56:49 1min&s
A - 1022 01/06/2015 06:56:18 245

i DrWho 1022 01/06/2015 06:55:54 8s

»* Dr Who 1022 01/06/2015 06:55:39

|
-

Connected

Usage

The user can click on the number to initiate a new call with a given correspondent.

Warning: The column content is only refreshed when moving from one view to the other.
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Identity Xlet

Overview

The Identity Xlet allows you to make calls from your computer, via your phone. This means that you can enter the
number that you want to dial on your computer, then your phone rings and when you answer it, the called phone
will ring.

o

XiVO Client 15.10.2-12-gef3F9F6 (Client profile)
XivO Client Help

Alice ‘_Wnnl:lerland

o

Connected

Usage

You can enter the number you want to dial in the text box and then click the button or press enter to dial it.

If you dial an invalid extension (a number is an extension), your phone will ring and you will be told that the
extension is not valid.

People Xlet

Overview

The People XLet lists the people of your company and personal contacts, giving you access to their phone, status
and other information configured by the administrator.

1. Display results of the search

Display favorite contacts

Search contacts

Call a contact

Transfer a call to a contact

Transfer a call to a contact’s voicemail
Bookmark/unmark the contact as a favorite

Chat with a contact

o ® Nk w N

Send an email to a contact

—

View all personal contacts

Edit or remove a personal contact

Create a personal contact

Import personal contacts from a CSV file

Export personal contacts to a CSV file

AR

Delete all personal contacts

1. XiVO Client status (see Presence Option)
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ALL FAVORITES MY CONTACTS
search @
NAME A NUMBER FAVORITE
@ Alice Antonia e 1001 *
® Bob Barker @ *
EMAIL - bob@example.com
Esteban *
MOBILE - 5555557676
zia DID - 5555551234 *
BLIND TRAMNSFER @ B
ATTENDED TRANSFER 4 NUMBER - 1002
L Send a message ® MOBILE - 5555557676
DID - 5555551234
VOICEMAIL - 1002 6
ALL FAVORITES MY CONTACTS
search
NAME A  NUMBER FAVORITE PERSONAL
Esteban 4185555479 * | @
Sancho 5145555555 s 0
Tao L |

IMPORT

(5)

EXPORT

(4)

DELETE ALL CONTACTS

1.5. XiVO Client
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@o Gaspard Gomez @ ® 1005 @ 9

® Mendoza Spa 1006

Pichu T e 1002

2. Phone status (see Services — CTI Server — Status — Phone hints page)

3. Agent status (logged in or logged out)

Note: Most information (e.g. columns displayed, allowed actions, searched directories, etc.) is configurable
through the web interface.

Importing contacts via CSV file

Imported files should have the following structure:

firstname, lastname, number, email, company, fax, mobile
John,Doe, 5555551111, my@email, xivo, 5555552222, 5555553333

 The field order is not important.
¢ The file must be encoded in UTF-8.

¢ Invalid lines of the CSV file will be skipped and an error will be displayed in the import report.

Exporting contacts via CSV file

The file has the same structure as the import file, with a supplementary field: id, which is the internal contact ID
from XiVO.

 The first line (the list of field names) is ordered in alphabetical order.
¢ The file will be encoded in UTF-8.

Service Xlet

Overview

The service xlet allows the user to enable and disable telephony services such as call forwarding, call filter and do
not disturb.

Configuration

The available service list is configured from the web interface in Services — CTI Server — General settings —
Profiles.

The right side of the Services section contains services that are available to a given profile.

1.5.4 Configuration

The XiVO Client configuration options can be accessed under XiVO Client — Configure.
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XiVO Client 15.10.2-12-gef3F9F6 (Client profile)

XivO Client Help

Alice Wonderland

Services

[ call filtering

[] Do not disturb
Call forwards

) No call forward
® Unconditional forward to 1234
() Simple call forwards

Forward answer t 123

Connected
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Edit CTI profile

General Xlets Preferences

Name: | client |

Display name:|CIient |
A more understandable name

Max. GUL[-1 |

Put -1 for no limit
-Status N

Presence:
Phonehints:
Agent:

.........................................................................................................................

[Search |

D Enable woicemail

3 Call filter

Enable DND 3
< Uncenditional transfer to a number b

D Transfer on busy

__________________________________________________________________________________________________________________________

Connection Configuration

This page allows the user to set his network information to connect to the xivo-ctid server.
* Server is the IP address of the server.
* Backup server is the IP address of the backup server.
* Port is the port on which xivo-ctid is listening for connections. (default: 5003)

If an encrypted connection between the client and server is required, click on the lock icon and change the port
value to 5013. The server needs to be configured to accept encrypted connection.

1.5.5 Handling callto: and tel: URLs

The XiVO Client can handle telephone number links that appear in web pages. The client will automatically dial
the number when you click on a link.

Note: You must already be logged in for automatic dialing to work, otherwise the client will simply start up and
wait for you to log in.

Warning: The option in the XiVO Client GUI Options — Allow multiple instances of XiVO Client must be
disabled, else you will launch one new XiVO Client with every click.

Mac OS

callto: links will work out-of-the-box in Safari and other web browsers after installing the client.

tel: links will open FaceTime after installing the client. To make the XiVO Client the default application to
open tel: URLSs in Safari.
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XiVO Client Configuration

User Features | Administration = Advanced

Server [192.168.2.1 | Port [5003 2| | &

Backup server Port | 5003
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1. Open the FaceTime application
2. Connect using your apple account
3. Open the FaceTime preferences

4. Change the Default for calls entry to xivoclient.app

O Preferences
iy iy Blocked
Apple ID: dev&avencall.com Sign Dut
Enable this account Details...
You can be reached for FaceTime at: Add Emall

< | dev@avencall.com

Ringtone:  Opening (Default)

Default for calls: xivoclient.app

ol o

Note: The tel: URL works out-of-the-box in versions of mac osx before 10.10.

Windows

XiVO Client is associated with callto: and tel: upon installation. Installing other applications afterward
could end up overriding these associations. Starting with Windows Vista, it is possible to configure these associa-
tions via the Default Programs. Users can access Default Programs from Control Panel or directly from the Start
menu.

The following popups might appear when you open a callto: or tel: link for the first time in Internet
Explorer:

Simply click on allow to dial the number using the XiVO Client.

Note: If you do not want these warnings to appear each time, do not forget to check/uncheck the checkbox at the
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(=lE]e]

Search Control Panel 2]

@Q'E‘ + Control Panel b Programs b Default Programs + Set Associations ~T+]

®
Associate a file type or protocol with a specific program
Click on an extension to view the program that currently opens it by default. To change the default program, click Change program.

y xivoclient.exe

Change program...

r—" Open with [ &3 =
: :vadxslnmn ] Choose the program you want to use ta open this protocol:
[ vwsin100 ﬂ Aot
Diicn | | @) ez 5 S Jrciuy
N S oodele
)CALLTO (2. svocient.exe
|O]FeeD
@rmr g
@ HTTP
@ HTTPS
LDAP
@& MmanTo
& Mms
513 MS-EXCEL
£ M5-POWERPO Aways use the selected program to handle this protacol
513 MS-PUBLISHER
23 MS-WORD
© nNEws
E NNTP Chrome HTML Document Google Chrome
@ ONENOTE URL: Pretecole OneMote Micresoft OneNote 2010
@ ONENOTEDESKTOP URL:OneMote Protocol Micresoft OneNote 2010
,Q OUTLOOKFEED URL : Ajouter flux RSS Outlook Microsoft Outlook
.Q QUTLOOKFEEDS URL : Ajouter flux RSS Qutlock Micresoft Qutleck
4 SEARCH Windows Search protocol Windows Explorer
8 skvpe URL:Skype Protocol Skype 17 ol
| O|STSSYNG VEL . Ajguterdossier Qutlogk Iigresoft Quilogk E\
r (@5 TEL XiVO Click2Call Protocel xivoclient.exe I -
i N
Internet Explorer [ X
Do you want to allow this website to open a program on
your computer?
Frogram: xivoclient,exe
Address: callto:l602
Always ask before opening this type of address
Alow | | Cancel
Allowing web content to open a program can be useful, but it can
potentially ham your computer. Do not allow it unless you trust
the source of the content. What's the risk?
L "
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-

Internet Explorer Security ﬁ

A website wants to open web content using this
program on your computer

This program does not have a valid digital signature that verifies its
publisher, This program will open outside of Protected mode, putting your
computer at risk. You should only run programs from publishers you trust.

|| Mame: —rogram Files (x86)\iVO\xivoclient.exe
— Publisher: Unknown Publisher

[ Do not show me the warning for this program again

Allow ] [ Don't allow

bottom of the popups.

Ubuntu

Currently, callto: or tel: links are only supported in Firefox. There is no configuration needed.

GNU/Linux Debian

Currently, callto: or tel: links are only supported in Firefox. If the XiVO Client is not listed in the proposi-
tion when you open the link, browse your files to find /usr/bin/xivoclient.

Manual association in Firefox

If, for some reason, Firefox does not recognize callto: or tel: URISs you can manually associate them to the
XiVO Client using the following steps:

1.

A

6.

Type about : config in the URL bar

Click the I'll be careful, I promise ! button to close the warning

Right-click anywhere in the list and select New -> Boolean

Enter network.protocol-handler.external.callto as preference name
Select false as value

Repeat steps 3 to 6, but replace callto by tel at step 4

The next time that you click on a telephone link, Firefox will ask you to choose an application. You will then be
able to choose the XiVO client for handling telephone numbers.
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1.6 System

1.6.1 DHCP Server

XiVO includes a DHCP server that must be used to address telephony devices (Basic Configuration) of the VOIP
subnet. This section describes how to configure DHCP server for other subnets or with advanced options.

Activation of DHCP server

DHCP Server can be activated through the XiVO Web Interface Configuration — Network — DHCP :

DHCP
Active: []
Pool start:
Pool end:
Extra network interfaces:

Save

Fig. 1.18: Configuration — Network — DHCP

By default, it will only answer to DHCP requests coming from the VoIP subnet (defined in the Configuration —
Network — Interfaces section). If you need to activate DHCP server on an other interface, you have to fill the
Extra network interfaces field with, for example : eth0

After saving your modifications, you need to click on Apply system configuration for them to be applied.

Change default gateway for DHCP

By default, the XiVO DHCP server gives the XiVO IP address in the router option. To change this you must create
a custom-template:

1. Create a custom template for the dhcpd_subnet .conf.head file:

mkdir -p /etc/xivo/custom-templates/dhcp/etc/dhcp/
cd /etc/xivo/custom-templates/dhcp/etc/dhcp/
cp /usr/share/xivo-config/templates/dhcp/etc/dhcp/dhcpd_subnet.conf.head .

2. Edit the custom template:

vim dhcpd_subnet.conf.head

3. In the file, replace the string #XIVO_NET4_IP+# by the router of your VoIP network, for example:

option routers 192.168.2.254;

4. Re-generate the dhcp configuration:

xivo-update-config

DHCEP server should have been restarted and should now give the new router option.

Configuring DHCP server to serve unknown hosts

By default, the XiVO DHCP server serves only known hosts. That is:
* either hosts which MAC address prefix (the OUI) is known

¢ or hosts which Vendor Identifier is known
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Known OUIs and Vendor Class Identifiers are declared in /etc/dhcp/dhcpd_update/ « files.
If you want your XiVO DHCP server to serve also unknown hosts (like PCs) follow these instructions:

1. Create a custom template for the dhcpd_subnet.conf.tail file:

mkdir -p /etc/xivo/custom-templates/dhcp/etc/dhcp/
cd /etc/xivo/custom-templates/dhcp/etc/dhcp/
cp /usr/share/xivo-config/templates/dhcp/etc/dhcp/dhcpd_subnet.conf.tail

2. Edit the custom template:

vim dhcpd_subnet.conf.tail

3. And add the following line at the head of the file:

allow unknown-clients;

4. Re-generate the dhcp configuration:

xivo-update-config

DHCEP server should have been restarted and should now serve all network equipments.

DHCP-Relay

If your telephony devices aren’t located on the same site and the same broadcast domain as the XiVO DHCP
server, you will have to add the option DHCP Relay to the site’s router. This parameter will permit the DHCP
requests from distant devices to be transmitted to the IP address you specify as DHCP Relay.

Warning: Please make sure that the IP address used as DHCP Relay is one of the XiVO interface, and that
this interface is configured to listen to DHCP requests (as decribed in previous part). Also verify that routing
is configured between the distant router and the choosen interface, otherwise DHCP requests will never reach
the XiVO server.

Configuring DHCP server for other subnets

This section describes how to configure XiVO to serve other subnets that the VOIP subnet. As you can’t use the
Web Interface to declare other subnets (for example to address DATA subnet, or a VOIP subnet that isn’t on the
same site that XiVO server), you’ll have to do the following configuration in Command Line Interface.

Creating “extra subnet” configuration files

First thing to do is to create a directory and to copy into it the configuration files:

mkdir /etc/dhcp/dhcpd_sites/
cp /etc/dhcp/dhcpd_subnet.conf /etc/dhcp/dhcpd_sites/dhcpd_siteXXX.conf
cp /etc/dhcp/dhcpd_subnet.conf /etc/dhcp/dhcpd_sites/dhcpd_lanDATA.conf

Note: In this case we’ll create 2 files for 2 differents subnets. You can change the name of the files, and create as
many files as you want in the folder /etc/dhcp/dhcpd_sites/. Just adapt this procedure by changing the
name of the file in the different links.

After creating one or several files in /etc/dhcp/dhcpd_sites/, you have to edit the file
/etc/dhcp/dhcpd_extra.conf and add the according include statement like:

include "/etc/dhcp/dhcpd_sites/dhcpd_siteXXX.conf";
include "/etc/dhcp/dhcpd_sites/dhcpd_lanDATA.conf";
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Adjusting Options of the DHCP server

Once you have created the subnet in the DHCP server, you must edit each configuration file (the files in
/etc/dhcp/dhcpd_sites/) and modify the different parameters. In section subnet, write the IP subnet
and change the following options (underlined fields in the example):

| subnet 172.30.8.0 netmask 255.255.255.0 { \

¢ subnet-mask:

‘ option subnet-mask 255.255.255.0; ‘

¢ broadcast-address:

‘ option broadcast-address 172.30.8.255; ‘

* routers (specify the IP address of the router that will be the default gateway of the site):

’ option routers 172.30.8.1; ‘

In section pool, modify the options:

\pool { ‘

* log (add the name of the site or of the subnet):

‘ log(concat ("[", binary-to-ascii(lé6, 8, ":", hardware), "] POOL VoIP Site XXX"))4

* range (it will define the range of IP address the DHCP server can use to address the devices of that subnet):

range 172.30.8.10 172.30.8.200; ‘

Warning: XiVO only answers to DHCP requests from supported devices. In case of you need to address
other equipment, use the option allow unknown-clients; in the /etc/dhcp/dhcpd_sites/ files

At this point, you can apply the changes of the DHCP server with the command:

/etc/init.d/isc-dhcp-server restart

After that, XiVO will start to serve the DHCP requests of the devices located on other site or other subnet than
the VOIP subnet. You will see in /var/log/daemon. log all the DHCP requests received and how they are
handled by XiVO.

1.6.2 Mail

This section describes how to configure the mail server shipped with XiVO (Postfix) and the way XiVO handles
mails.

In Configuration — Network — Mail, the following options can be configured:
* Domain Name messaging : the server’s displayed domain. Will appear in “Received” mail headers.
» Source address of the server : domain part of headers “Return-Path” and “From”.
* Relay SMTP and FallBack relay SMTP : relay mail servers.

* Rewriting shipping addresses : Canonical address Rewriting. See Postfix canonical documentation for more
info.

Warning: Postfix, the mail server shipped with XiVO, should be stopped on an installed XiVO with no valid
and reachable DNS servers configured. If Postfix is not stopped, messages will bounce in queues and could
end up affecting core pbx features.

If you need to disable Postfix here is how you should do it:
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/etc/init.d/postfix stop
insserv -r postfix

If you ever need to enable Postfix again:

insserv postfix
/etc/init.d/postfix start

Alternatively, you can empty Postfix’s queues by issuging the following commands on the XiVO server:

‘postsuper -d ALL

1.6.3 Network
You must configure your network interfaces directly from the XiVO web interface via the Configuration —
Network — Interfaces page.

The Voip interface is used by the DHCP server and the provisioning server.

How-to

You can only have one VoIP interface, which is ethO by default. This interface is configured during the wizard.

The DHCP server and provisioning server, among other, use information from the VoIP interface in its configura-
tion. For example, the DHCP server will only listen on the VoIP interface per default.

To change this interface, you must either create a new one or edit an existing one and change its type to VoIP. The
type of the old interface will automatically be changed to the ‘data’ type.

Configuring a physical interface

In this example, we’ll add and configure the eth] network interface on our XiVO.

First, we see there’s already an unconfigured network interface named “’eth1” on our system:

Configuration Interface Mac address Type  Method Address Gateway VLANID  Action
Mﬂd'igemem 2 etho 08:00:27 :2ab0:75 ValP Static 192.168.32.137 192.168.32.254 - @
E::t::s [ 2 etha 08:00:27:29:h7:29 Data = = = -
Directories
Web Services Access coLegend ey

Certificates :
Network ! PEnable P Disable
Interfaces N

Listing the network interfaces
To add and configure it, we click on the small plus button next to it, and we get to this page:
Configure physical interface

In our case, since we want to configure this interface with static information (i.e. not via DHCP), we fill the
following fields:

Configure physical interface

Note that since our “’eth0” network interface already has a default gateway, we do not enter information in the
“’Default gateway” field for our “’eth1” interface.

Once we click on “’Save’*, the XiVO will put the “’ Apply network configuration” button in bold.

To reconfigure the given network interface with the new information, you click on it.
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e e —

Interface: =i 1 |

Method:

Address: | |

Metmask: | |

Default gateway: | |

Description:

L

Interface: =1 |

fddress: 1087 5.2
Metmask: | 255,255 255 .0 |

Default gobe
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Web Services Access

Certificates :r

Network | @ Enable & Disable < Nat apply
Interfaces L e e m e e e e ememmmmmeme—aa-
Fesolver
ET]
DHCFP

Support
X b
Alerts
Limits

Frovisioning
General
Template line
Template device
Plugin

Control 5ystem

Legend ________________________.

] Apply network configuration

Apply system configuration

Fig. 1.19: Apply after modify interface

Adding a VLAN interface

First, we see there’s already a configured network interface on our system:

08:00:27 Ga:49:e5 Data 192.168.3251 192 168.32.254

08:00:27:e9:fa:f4 ValP 1048752

- Legend el B

! PEnable 2 Disable & Mot apply

..........................................................................................................................

Listing the network interfaces

To add and configure a new VLAN interface, we click on the small plus button in the top right corner,
and we get to this page:

In our case, since we want to configure this interface with static information:

Click on Save list the network interfaces:

* The new virtual interface has been successfully created.

Note: Do not forget after you finish the configuration of the network to apply it with the button: Apply network
configuration

After applying the network configuration:
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Fig. 1.20: Adding button

Physical Interface of VLAN :

ID of VLANM :| |

Method:

Address: | |

Metmask: | |

Default gateway: | |

Description:

Fig. 1.21: Adding a new virtual interface
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Physical Interface of VLAN :

ID of VLAH :[101 |

Method:

Address:| 1097 6.2 |
Metmask: | 255.255 2550 |

Default gateway: | |

Description:

Fig. 1.22: Adding a new virtual interface

[ 2 etho 08.00:27.6a.49:e5 Data Static 192.168.3251 192 168 .32 254 @
] 3 etho.101 - Data Static 1097 6.2 - @@
[] 2 ethl 08:00:27:ed:fa:f4 ValP Static 109752 - @

.- Legend

E } Enable ’ Disable .3’ Mot apply

..........................................................................................................................

Fig. 1.23: Listing the network interfaces

.

L Metwork configuration successfully apply

n Configuration ~ Imerface  Macaddress

Management T % etho 08:00:27:62:49:85
Users
Ertities (] 2» ethD.101 08:00:27 6a:49 5
Directories
Web Services Access | @ ethl 08.00:27 e:fa:t4
Certifiratas |

Fig. 1.24: Listing the network interfaces
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Add static network routes

Static route can’t be currently added via the web interface. If you want static routes in your XiVO you should do
the following steps described below. It would ensure that your static routes are applied at startup (in fact each time
the network interface goes up).

1. Create the file /etc/network/if-up.d/xivo-routes:

touch /etc/network/if-up.d/xivo-routes
chmod 755 /etc/network/if-up.d/xivo-routes

2. Insert the following content:

#!/bin/sh

if [ "S$S{IFACE}" = "<network interface>" ]; then
ip route add <destination> via <gateway>
ip route add <destination> via <gateway>

fi

3. Fields <network interface>, <destination> and <gateway> should be replaced by your specific configuration.
For example, if you want to add a route for 192.168.50.128/25 via 192.168.17.254 which should be added
when ethQ goes up:

#!/bin/sh

if [ "S{IFACE}" = "ethO" ]; then
ip route add 192.168.50.128/25 via 192.168.17.254
fi

Note: The above check is to ensure that the route will be applied only if the correct interface goes up. This check
should only contain a physical interface name (i.e. ethO or ethl or ...). If the interface to which the route is to be
applied is a VLAN interface (e.g. eth0.100 for VLAN 100) you MUST put eth0 in the test (instead of eth0.100).
Otherwise the route won’t be set up in every cases.

Change interface MTU

Warning: Changing the MTU is risky. You should know what you are doing.

If you need to change the MTU here is how you should do it:

1. Create the file /etc/network/if-up.d/xivo-mtu:

touch /etc/network/if-up.d/xivo-mtu
chmod 755 /etc/network/if-up.d/xivo-mtu

2. Insert the following content:

#!/bin/sh

# Set MTU per iface

if [ "S{IFACE}" = "<data interface>" ]; then
ip link set ${IFACE} mtu <data mtu>
elif [ "S${IFACE}" = "<voip interface>" ]; then

ip link set ${IFACE} mtu <voip mtu>
fi

3. Change the <data interface> to the name of your interface (e.g. eth0), and the <data mtu> to the new MTU
(e.g. 1492),
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4. Change the <voip interface> to the name of your interface (e.g. ethl), and the <voip mtu> to the new MTU
(e.g. 1488)

Note: In the above example you can set a different MTU per interface. If you don’t need a per-interface MTU
you can simply write:

#!/bin/sh

ip link set S${IFACE} mtu <my mtu>

1.6.4 Backup

Periodic backup
A backup of the database and the data are launched every day with a logrotate task. It is run at 06:25 a.m. and
backups are kept for 7 days.
Logrotate task:
/etc/logrotate.d/xivo-backup
Logrotate cron:

/etc/cron.daily/logrotate

Retrieve the backup

You can retrieve the backup from the web-interface in Services — IPBX — IPBX Configuration — Backup Files
page.

Otherwise, with shell access, you can retrieve them in /var/backups/xivo. In this directory you will find
db.tgz and data.tgz files for the database and data backups.

Backup scripts:
/usr/sbin/xivo-backup /usr/sbin/xivo-backup-consul-kv
Backup location:

/var/backups/xivo

What is actually backed-up?

Data

Here is the list of folders and files that are backed-up:
e /etc/asterisk/
* /etc/dahdi/
e /etc/dhcp/
* /etc/hostname
e /etc/hosts
e /etc/ldap/
e /etc/network/if-up.d/xivo-routes

e /etc/network/interfaces
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e /etc/ntp.conf

* /etc/resolv.conf

e /etc/ssl/

e /etc/wanpipe/

* /etc/xivo—-agentd/

e /etc/xivo-agid/

e /etc/xivo—amid/

e /etc/xivo—auth/

e /etc/xivo-call-logd/

e /etc/xivo-confd/

e /etc/xivo-confgend-client/

e /etc/xivo-ctid/

e /etc/xivo-ctid-ng/

e /etc/xivo-dird/

e /etc/xivo—-dird-phoned/

* /etc/xivo-dxtora/

e /etc/xivo-purge-db/

* /etc/xivo/

e /usr/local/sbin/

e /usr/share/xivo/XIVO-VERSION

e /var/lib/asterisk/

e /var/lib/consul/

e /var/lib/xivo-provd/

e /var/lib/xivo/

e /var/log/asterisk/

e /var/spool/asterisk/

The following files/folders are excluded from this backup:

* folders:
- /var/lib/xivo-provd/plugins/«*/var/cache/*
- /var/spool/asterisk/monitor/
— /var/spool/asterisk/meetme/

* log files, coredump files

* audio recordings

* and, files greater than 10 MiB or folders containing more than 100 files if they belong to one of these folders:

/var/lib/xivo/sounds/

/var/lib/asterisk/sounds/custom/

/var/lib/asterisk/moh/

/var/spool/asterisk/voicemail/

/var/spool/asterisk/monitor/
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Database

The database asterisk from PostgreSQL is backed up. This include almost everything that is configured via
the web interface.

Consul

The key-values of Consul whose key start with xivo/ are backed up. These include:
* authentication tokens from xivo-auth
* bookmarked contacts of the People Xlet

* personal contacts of the People Xlet

Creating backup files manually

Warning: A backup file may take a lot of space on the disk. You should check the free space on the partition
before creating one.

Database

You can manually create a database backup file named db-manual . tgz in /var/tmp by issuing the following
commands:

xivo-backup db /var/tmp/db-manual

Files

You can manually create a data backup file named data-manual.tgz in /var/tmp by issuing the following
commands:

xivo-backup data /var/tmp/data-manual

Consul

You can manually create a consul backup file /var/tmp/consul-manual. json by issuing the following
commands:

‘xivofbackupfconsulfkv -0 /var/tmp/consul-manual. json

1.6.5 Restore

Introduction

A backup of both the configuration files and the database used by a XiVO installation is done automatically every
day. These backups are created in the /var/backups/xivo directory and are kept for 7 days.
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Limitations

* You must restore a backup on the same version of XiVO that was backed up
* You must restore a backup on a machine with the same hostname and IP address

* Be aware that this procedure applies only to XiVO >= 14.08 (see /4.08).

Before Restoring the System

Warning: Before restoring a XiVO on a fresh install you have to setup XiVO using the wizard (see Running
the Wizard section).

Stop monit and all the xivo services:

xivo-service stop

Restoring System Files

System files are stored in the data.tgz file located in the /var/backups/xivo directory.

This file contains for example, voicemail files, musics, voice guides, phone sets firmwares, provisioning server
configuration database.

To restore the file

tar xvfp /var/backups/xivo/data.tgz -C /

Restoring the Database

Warning:
* This will destroy all the current data in your database.
* You have to check the free space on your system partition before extracting the backups.

Database backups are created as db . tgz files in the /var/backups/xivo directory. These tarballs contains
a dump of the database used in XiVO.

In this example, we’ll restore the database from a backup file named db . tgz placed in the home directory of
root.

First, extract the content of the db . tgz file into the /var/tmp directory and go inside the newly created direc-
tory:

tar xvf db.tgz -C /var/tmp
cd /var/tmp/pg-backup

Drop the asterisk database and restore it with the one from the backup:

sudo —-u postgres dropdb asterisk
sudo -u postgres pg_restore -C -d postgres asterisk—x.dump

Restoring and Keeping System Configuration

System configuration like network interfaces is stored in the database. It is possible to keep this configuration and
only restore xivo data.

Rename the asterisk database to asterisk_previous:
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‘sudo -u postgres psgl —-c 'ALTER DATABASE asterisk RENAME TO asterisk_previous' ‘

Restore the asterisk database from the backup:

‘sudo -u postgres pg_restore -C —-d postgres asterisk-*.dump ‘

Restore the system configuration tables from the asterisk_previous database:

‘sudo -u postgres pg_dump -c -t dhcp -t netiface -t resolvconf asterisk_previous | su#lo -u postgre.

Drop the asterisk_previous database:

‘sudo -u postgres dropdb asterisk_previous ‘

Warning: Restoring the data.tgz file also restores system files such as host hostname, network interfaces, etc.
You will need to reapply the network configuration if you restore the data.tgz file.

Restoring Consul KV

Consul key-values are stored in /var/backup/xivo/consul-kv. json. See also What is backed up in
Consul.

To restore the file

xivo-restore-consul-kv -1 /var/backup/xivo/consul-kv. json

After Restoring The System

Restart the services you stopped in the first step:

‘ xivo-service start

You may also reboot the system.

1.6.6 HTTPS certificate
X.509 certificates are used to authorize and secure communications with the server. They are mainly used for
HTTPS, but can also be used for SIPS, CTIS, etc.
There are two categories of certificates in XiVO:
¢ the default certificate, used for HTTPS in the web interface and REST APIs
* the certificates created and managed via the web interface

This article is about the former. For the latter, see Telephony certificates.

Default certificate

XiVO uses HTTPS where possible. The certificates are generated at install time (or during the upgrade to 15.12+).
The main certificate is placed in /usr/share/xivo-certs/server.crt.

However, this certificate is self-signed, and HTTP clients (browser or REST API client) will complain about this
default certificate because it is not signed by a trusted Certification Authority (CA).
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The default certificate is untrusted

To make the HTTP client accept this certificate, you have two choices:

* configure your HTTP client to trust the self-signed XiVO certificate by adding a new trusted CA. The CA
certificate (or bundle) is the file /usr/share/xivo-certs/server.crt.

* replace the self-signed certificate with your own trusted certificate.

Use your own certificate

For this, follow these steps:
1. Replace the following files with your own private key/certificate pair:
* Private key: /usr/share/xivo-certs/server.key
e Certificate: /usr/share/xivo-certs/server.crt

2. Change the hostname of XiVO for each XiVO component: the different processes of XiVO heavily use
HTTPS for internal communication, and for these connection to establish successfully, all hostnames used
must match the Common Name (CN) of your certificate. Basically, you must replace all occurrences of
localhost (the default hostname) with your CN in the configuration of the XiVO services. For example:

mkdir /etc/xivo/custom
cat > /etc/xivo/custom/custom-certificate.yml << EOF

consul:
host: xivo.example.com
auth:
host: xivo.example.com
dird:
host: xivo.example.com
ajam:
host: xivo.example.com
agentd:
host: xivo.example.com
EOF
for config_dir in /etc/xivo-*/conf.d/ ; do
In -s "/etc/xivo/custom/custom-certificate.yml" "Sconfig_dir/010-custom-cert|
done

Also, you must replace 1ocalhost in the definition of your directories in the web interface under Config-
uration — Directories.

3. If your certificate is not self-signed, and you obtained it from a third-party CA that is trusted by your
system, you must enable the system-based certificate verification. By default, certificate verification is set
to consider /usr/share/xivo—certs/server.crt asthe only CA certificate.

The options are the following:
e Consul: verify: True
e Other XiVO services: verify_certificate: True

The procedure is the same as 2. with more configuration for each service. For example:

cat > /etc/xivo/custom/custom-certificate.yml << EOF
consul:
host: xivo.example.com
verify: True
auth:
host: xivo.example.com
verify_certificate: True
dird:
host: xivo.example.com
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verify_certificate: True

Setting verify_certificate to False will disable the certificate verification, but the connection will
still be encrypted. This is pretty safe as long as XiVO services stay on the same machine, however, this is
dangerous when XiVO services are separated by an untrusted network, such as the Internet.

4. Ensure your CN resolves to a valid IP address with either:
* a DNS entry

e anentry in /etc/hosts resolving your CN to 127.0.0.1. Note that /et c/hosts will be rewritten
occasionally by xivo-sysconfd. To make the change persistent, you can:

(a) modify /usr/share/xivo-sysconfd/templates/resolvconf/hosts instead
(which will be rewritten when xivo-sysconfd is upgraded...)

(b) then add a script in /usr/share/xivo-upgrade/pre-start.d to re-apply the modifi-
cation to /usr/share/xivo-sysconfd/templates/resolvconf/hosts after each
xivo-upgrade.

5. Restart all XiVO services:

‘ xivo-service restart all

1.6.7 Configuration Files

This section describes some of the XiVO configuration files.

Configuration priority
Usually, the configuration is read from two locations: a configuration file config.yml and a configuration
directory conf. d.
Files in the conf . d extra configuration directory:
e are used in alphabetical order and the first one has priority
* are ignored when their name starts with a dot
e are ignored when their name does not end with . yml
For example:

.0l-critical.yml:

’log_level: critical

02-error.yml.dpkg-old:

’log_level: error

10-debug.yml:

‘log_level: debug

20-nodebug.yml:

’log_level: info

The value that will be used for 1og_1level will be debug since:
* 10-debug.yml comes before 20-nodebug. yml in the alphabetical order.
e .0l-critical.yml starts with a dot so is ignored

* 02-error.yml.dpkg-old does not end with . yml so is ignored
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xivo-agentd
The configuration is done in the configuration directory. The configuration file should not be modified, because it
will be overridden by upgrades.
* Default configuration directory: /etc/xivo-agentd/conf.d
* Default configuration file: /etc/xivo—-agentd/config.yml
The configuration file may be used as an example for supported configuration file values.

See also Configuration priority.

xivo-amid
The configuration is done in the configuration directory. The configuration file should not be modified, because it
will be overridden by upgrades.
* Default configuration directory: /etc/xivo-amid/conf.d
* Default configuration file: /etc/xivo—amid/config.yml
The configuration file may be used as an example for supported configuration file values.

See also Configuration priority.

xivo-auth
The configuration is done in the configuration directory. The configuration file should not be modified, because it
will be overridden by upgrades.
* Default configuration directory: /etc/xivo-auth/conf.d
* Default configuration file: /etc/xivo—-auth/config.yml
The configuration file may be used as an example for supported configuration file values.

See also Configuration priority.

xivo-ctid
The configuration is done in the configuration directory. The configuration file should not be modified, because it
will be overridden by upgrades.
* Default configuration directory: /etc/xivo-ctid/conf.d
* Default configuration file: /etc/xivo-ctid/config.yml
The configuration file may be used as an example for supported configuration file values.

See Configuration priority.

xivo-dao
The configuration is done in the configuration directory. The configuration file should not be modified, because it
will be overridden by upgrades.
* Default configuration directory: /etc/xivo-dao/conf.d
¢ Default configuration file: /etc/xivo-dao/config.yml
The configuration file may be used as an example for supported configuration file values.
See also Configuration priority.

This configuration is read by many XiVO programs in order to connect to the Postgres database of XiVO.
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xivo-dird-phoned
The configuration is done in the configuration directory. The configuration file should not be modified, because it
will be overridden by upgrades.
* Default configuration directory: /etc/xivo-dird-phoned/conf.d
 Default configuration file: /etc/xivo-dird-phoned/config.yml
The configuration file may be used as an example for supported configuration file values.

See also Configuration priority.

xivo_ring.conf

e Path: /etc/xivo/asterisk/xivo_ring.conf

 Purpose: This file can be used to change the ringtone played by the phone depending on the origin of the
call.

Warning: Note that this feature has not been tested for all phones and all call flows. This page describes how
you can customize this file but does not intend to list all validated call flows or phones.

This file xivo_ring.conf consists of :

* profiles of configuration (some examples for different brands are already included: [aastra], [snom]
etc.)

* one section named [number] where you apply the profile to an extension or a context etc.
Here is the process you should follow if you want to use/customize this feature :

1. Create a new profile, e.g.:

[myprofile-aastra]

2. Change the phonetype accordingly, in our example:

[myprofile—aastra]
phonetype = aastra

3. Chose the ringtone for the different type of calls (note that the ringtone names are brand-specific):

[myprofile—aastra]
phonetype = aastra
intern = <Bellcore-drl>
group = <Bellcore-dr2>

4. Apply your profile, in the section [number]

* to a given list of extensions (e.g. 1001 and 1002):

100l@default = myprofile-aastra
1002@default = myprofile—aastra

* or to a whole context (e.g. default):

@default = myprofile—aastra

5. Restart xivo—-agid service:

service xivo-agid restart
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ipbx.ini

e Path: /etc/xivo/web-interface/ipbx.ini

 Purpose: This file specifies various configuration options and paths related to Asterisk and used by the web
interface.

Here is a partial glimpse of what can be configured in file ipbx.ini :

1. Enable/Disable modification of SIP line username and password:

[user]
readonly-idpwd = "true"

When editing a SIP line, the username and password fields cannot be modified via the web interface.
Set this option to false to enable the modification of both fields. This option is set to “true” by default.

Warning: This feature is not fully tested. It should be used only when absolutely necessary and with great
care.

1.6.8 Consul

The default consul installation in XiVO uses the configuration file in /etc/consul/xivo/*. json. All files
in this directory are installed with the package and should not be modified by the administrator. To use a different
configuration, the adminstrator can add it’s own configuration file at another location and set the new configuration
directory in the /etc/default/consul file.

The default  installation generates a  master token that  can be retrieved  in
/var/lib/consul/master_token. This master token will not be used if a new configuration is
supplied.

Variables

The following variables can be overridden in the /etc/default/consul file.

CONFIG DIR=/etc/consul/xivo # The configuration directory
JR=consul

consul
PIDDIR=/var/run/consul
PIDFILE=/var/run/consul/consul.pid

The user used to run the consul process

The group used to run the consul process
The directory where the pidfile will be written
The name of the pidfile (PIDDIR must match)
Should ‘/etc/init.d/consul start’' wait for a l¢ader?
Should ‘/etc/init.d/consul start’' start consul

S W H R W W

Agent mode

It is possible to run consul on another host and have the local consul node run as an agent only.

To get this kind of setup up and running, you will need to follow the following steps.

Downloading Consul

For a 32 bits system

‘wget —--no-check-certificate https://releases.hashicorp.com/consul/O.5.2/consul_0.5.2Llinux_386.zu

For a 64 bits system

‘wget --no-check-certificate https://releases.hashicorp.com/consul/O.5.2/consul_0.5.2Llinux_amd64.
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Installing Consul on a new host

’unzip consul_0.5.2_1linux_386.zip

Or

‘unzip consul_0.5.2_linux_amid64.zip

mv consul /usr/bin/consul

mkdir -p /etc/consul/xivo

mkdir -p /var/lib/consul

adduser —--system —--group --quiet \
—-shell /bin/sh \
——home /var/lib/consul \
-—no-create-home --disabled-login \
—-—gecos "Consul discovery service" \
consul

Copying the consul configuration from the XiVO to a new host

Backup your consul server and copy data.

On the new consul host, modify /etc/consul/xivo/config. json to include to following lines.

"bind_addr": "0.0.0.0",
"client_addr": "0.0.0.0",
"advertise_addr": "<consul-host>"

# on the xivo

xivo-backup-consul-kv -o /tmp/consul-kv. json

# on the consul host

scp root@<xivo-host>:/etc/init.d/consul /etc/init.d

scp -r root@<xivo-host>:/etc/consul /etc

scp -r rootl@<xivo-host>:/usr/share/xivo-certs /usr/share

consul agent —--data-dir /var/lib/consul --config-dir /etc/consul/xivo/

# on the xivo

xivo-restore-consul-kv —-H <consul-host> --verify false -i /tmp/consul-kv.json

Note: To start consul with init.d script, you may need to change owner and group (consul:consul) for all files
inside /etc/consul, /usr/share/xivo-certs and /var/lib/consul

Adding the agent configuration

Create the file /etc/consul/agent/config. json with the following content

{

"acl_datacenter": "<node_name>",
"datacenter": "xivo",

"server": false,

"bind_addr": "0.0.0.0",
"advertise_addr": "<xivo_address>",
"client_addr": "127.0.0.1",
"bootstrap": false,
"rejoin_after_leave": true,
"data_dir": "/var/lib/consul",

"enable_syslog": true,
"disable_update_check": true,
"log_level": "INFO",
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"ports": {
"dns": -1,
"http": -1,

"https": 8500
}I
"retry_join": [
"<remote_host>"
]I
"cert_file": "/usr/share/xivo-certs/server.crt",
"key_file": "/usr/share/xivo-certs/server.key"

* node_name: Arbitrary name to give this node, xivo-paris for example.

* remote_host: IP address of your new consul. Be sure the host is accessible from your XiVO and check

the firewall. See the documentation /ere.
e xivo_address: IP address of your xivo.

This file should be owned by consul user.

chown -R consul:consul /etc/consul/agent

Enabling the agent configuration

Add or modify /etc/default/consul to include the following line

‘CCNF’uiﬁT?:"/etc/consul/agent"

Restart your consul server.

’service consul restart

Updating the consul section of xivo-ctid

Add afilein /etc/xivo-ctid/conf.d/remote_consul.yml with the following content

rest_api:
http:
listen: 0.0.0.0

service_discovery:
advertise_address: <xivo-ctid-host>
check_url: http://<xivo-ctid-host>:9495/0.1/infos

e xivo-ctid-host: Hostname to reach xivo-ctid

1.6.9 Log Files

Every XiVO service has its own log file, placed in /var/log.

agid

e File location: /var/log/xivo-agid.log
* Rotate configuration: /etc/logrotate.d/xivo-agid
¢ Number of archived files: 15

* Rotation frequence: Daily
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asterisk

The Asterisk log files are managed by logrotate.
It’s configuration files /etc/logrotate.d/asterisk and /etc/asterisk/logger.conf

The message log level is enabled by default in Logger.conf and contains notices, warnings and errors. The
full log entry is commented in 1ogger.conf and should only be enabled when verbose debugging is required.
Using this option in production would produce VERY large log files.

* Files location: /var/log/asterisk/*
* Number of archived files: 15

* Rotation frequence: Daily

provd

¢ File location: /var/log/xivo-provd.log
* Rotate configuration: /etc/logrotate.d/xivo-provd
¢ Number of archived files: 15

* Rotation frequence: Daily

sysconfd

e File location: /var/log/xivo-sysconfd.log
* Rotate configuration: /etc/logrotate.d/xivo-sysconfd
e Number of archived files: 15

* Rotation frequence: Daily

web-interface

« File location: /var/log/xivo-web—-interface/*.log
* Rotate configuration: /etc/logrotate.d/xivo-web-interface
¢ Number of archived files: 21

* Rotation frequence: Daily

xivo-confgend
The xivo-confgend daemon output is sent to the file specified with the ~——1ogfile parameter when launched
with twistd.

The file location can be changed in /etc/init.d/xivo-confgend. Search the line begining with
logfile=/var/log/xivo-confgend. log and change it to your liking.

e File location: /var/log/xivo-confgend. log
* Rotate configuration: /etc/logrotate.d/xivo-confgend
e Number of archived files: 15

* Rotation frequence: Daily
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xivo-ctid

* File location: /var/log/xivo-ctid.pid
* Rotate configuration: /etc/logrotate.d/xivo-ctid
e Number of archived log files: 15

* Rotation frequence: Daily

1.6.10 NTP
XiVO has a NTP server, that must be synchronized to a reference server. This can be a public one or customized

for specific target networking architecture. XiVO’s NTP server is used by default as NTP server for the devices
time reference.

Usage

Show NTP service status:

’/etc/init.d/ntp status

Stop NTP service:

’/etc/init.d/ntp stop

Start NTP service:

‘/etc/init.d/ntp start

Restart NTP service:

’/etc/init.d/ntp restart

Show NTP synchronization status:

[ntpg —p

Configuring NTP service

1. Edit /etc/ntp.conf

2. Give your NTP reference servers:

server 192.168.0.1 # LAN existing NTP Server
server 0O.debian.pool.ntp.org iburst dynamic # default in ntp.conf
server 1l.debian.pool.ntp.org iburst dynamic # default in ntp.conf

3. If no reference server to synchronize to, add this to synchronize locally:

server 127.127.1.0 # local clock (LCL)
fudge 127.127.1.0 stratum 10 # LCL is not very reliable

4. Restart NTP service

5. Check NTP synchronization status.

Warning: If #5 shows that NTP doesn’t use NTP configuration in /etc/ntp.conf, maybe have you done
a dhclient for one of your network interface and the dhcp server that gave the IP address also gave a NTP
server address. Thus you might check if the file /var/lib/ntp/ntp.conf.dhcp exists, if yes, this is
used for NTP configuration prior to /etc/ntp.conf. Remove it and restart NTP, check NTP synchroniza-
tion status, then it should work.
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1.6.11 Proxy Configuration

If you use XiVO behind an HTTP proxy, you must do a couple of manipulations for it to work correctly.

apt

Create the /etc/apt/apt.conf.d/90proxy file with the following content:

‘ Acquire: :http::Proxy "http://domain\username:password@proxyip:proxyport";

provd

Proxy information is set via the Configuration — Provisioning — General page.

dhcp-update

This step is needed if you use the DHCP server of the XiVO. Otherwise the DHCP configuration won’t be correct.
Proxy information is set via the /etc/xivo/dhcpd-update.conf file.

Edit the file and look for the [proxy] section.

xivo-fetchfw

This step is not needed if you don’t use xivo-fetchfw.
Proxy information is set via the /etc/xivo/xivo-fetchfw. conf file.

Edit the file and look for the [proxy] section.

1.6.12 Purge Logs

Keeping records of personal communications for long periods may be subject to local legislation, to avoid personal
data retention. Also, keeping too many records may become resource intensive for the server. To ease the removal
of such records, xivo-purge-db is a process that removes old log entries from the database. This allows
keeping records for a maximum period and deleting older ones.

By default, xivo-purge-db removes all logs older than a year (365 days). xivo-purge-db is run nightly.

Note: Please check the laws applicable to your country and modify days_to_keep (see below) in the config-
uration file accordingly.

Tables Purged

The following features are impacted by xivo-purge-db:
e Call Logs
 Call center statistics
More technically, the tables purged by xivo-purge-db are:
e call_log
e cel

* queue_log
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* stat_agent_periodic
* stat_call_on_queue

* stat_qgueue_periodic

Configuration File

We recommend to override the setting days_to_keep from /etc/xivo-purge-db/config.yml in a
new file in /etc/xivo-purge-db/conf.d/.

Warning: Setting days_to_keep to 0 will NOT disable xivo-purge—db, and will remove ALL logs
from your system.

See Configuration priority and /etc/xivo-purge—-db/config.yml for more details.

Manual Purge

It is possible to purge logs manually. To do so, log on to the target XiVO server and run:

‘xivofpurgefdb

You can specify the number of days of logs to keep. For example, to purge entries older than 365 days:

\ xivo-purge-db —-d 365

Usage of xivo-purge-db:

usage: xivo-purge-db [-h] [-d DAYS_TO_KEEP]

optional arguments:
-h, —--help show this help message and exit
—-d DAYS_TO_KEEP, —--days_to_keep DAYS_TO_KEEP
Number of days data will be kept in tables

Maintenance

After an execution of xivo-purge—db, postgresql’s Autovacuum Daemon should perform a VACUUM ANA-
LYZE automatically (after 1 minute). This command marks memory as reusable but does not actually free disk
space, which is fine if your disk is not getting full. In the case when xivo—-purge—db hasn’t run for a long
time (e.g. upgrading to 15.11 or when days_to_keep is decreased), some administrator may want to perform a
VACUUM FULL to recover disk space.

Warning: VACUUM FULL will require a service interruption. This may take several hours depending on the
size of purged database.

You need to:

$ xivo-service stop
$ sudo -u postgres psqgl asterisk -c "VACUUM (FULL)"
$ xivo-service start

Archive Plugins
In the case you want to keep archives of the logs removed by xivo-purge-db, you may install plugins to xivo-
purge-db that will be run before the purge.

XiVO does not provide any archive plugin. You will need to develop plugins for your own need. If you want to
share your plugins, please open a pull request.
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Archive Plugins (for Developers)

Each plugin is a Python callable (function or class constructor), that takes a dictionary of configuration as ar-
gument. The keys of this dictionary are the keys taken from the configuration file. This allows you to add
plugin-specific configuration in /etc/xivo-purge-db/conf.d/.

There is an example plugin in the xivo-purge-db git repo.

Example

Archive name: sample

Purpose: demonstrate how to create your own archive plugin.

Activate Plugin Each plugin needs to be explicitly enabled in the configuration of xivo-purge-db. Here is
an example of file added in /etc/xivo-purge-db/conf.d/:

enabled_plugins:
archives:
- sample

sample.py The following example will be save a filein /tmp/xivo_purge_db. sample with the following

content:

Save tables before purge. 365 days to keep!

sample_file = '"/tmp/xivo_purge_db.sample’

def sample_plugin(config):
with open (sample_file, 'w') as output:

output.write('Save tables before purge.

{0} days to keep!'.format (config['daj

Install sample plugin The following setup.py shows an example of a python library that adds a plugin to

xivo-purge-db:

#!/usr/bin/env python
# —#— coding: utf-8 —*-—

from setuptools import setup
from setuptools import find_packages

setup (
name='xivo-purge-db-sample-plugin’,
version='0.0.1",

description='An example program',

packages=find_packages (),

entry_points={
'xivo_purge_db.archives': [

'sample = xivo_purge_db_sample.sample:sample_plugin',

1,
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1.6.13 XiVO service

XiVO has many running services. To restart the whole stack, the xivo-service command can be used to make sure
the service is restarted in the right order.

Usage

Show all services status:

’xivo—service status

Stop XiVO services:

‘xivo—service stop

Start XiVO services:

‘xivo—service start

Restart XiVO services:

‘xivofservice restart

The commands above will only act upon XiVO services. Appending an argument a1 1 will also act upon nginx
and postgresqgl. Example:

’xivo—service restart all

UDP port 5060 will be closed while services are restarting.

1.6.14 Service Discovery
Overview

XiVO uses consul for service discovery. When a daemon is started, it registers itself on the configured consul
node.

Consul template may be used to generate the configuration files for each daemons that requires the availability of
another service. Consul template can also be used to reload the appropriate service.

1.6.15 XiVO auth

xivo-auth is a scalable, extendable and configurable authentication service. It uses an HTTP interface to emit to-
kens to users who can then use those tokens to identify and authenticate themselves with other services compatible
with xivo-auth.

xivo-auth changelog
15.19

* POST /0.1/token do not accept anymore argument backend_args

15.17

e New backend 1dap_user_voicemail has been added. WARNING this backend is EXPERIMEN-
TAL.
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15.16

HEAD and GET now take a new scope query string argument to check ACLs
¢ Backend interface method get_acls is now named get_consul_acls

¢ Backend interface method get_acls now returns a list of ACLs

HEAD and GET can now return a 403 if an ACL access is denied

15.15

POST /0.1/token accept new argument backend_args
* Signature of backend method get_ids () has a new argument args
¢ New method get_acls for backend has been added

¢ New backend service has been added

XiVO auth developer’s guide

Architecture

xivo-auth contains 4 major components, an HTTP interface, a celery worker, authentification backends and a
consul client. All operations are made through the HTTP interface, tokens are generated by consul as well as the
persistence for some of the data attached to tokens. xivo-auth is only a thin layer of logic above consul. The celery
worker is used to schedule tasks that outlive the lifetime of the xivo-auth process. Backends are used to test if a
supplied username/password combination is valid and provide a unique identifier.

xivo-auth is made of the following modules and packages.

plugins the plugin package contains the xivo-auth backends that are packaged with xivo-auth.

http The http module is the implementation of the HTTP interface.
* Validate parameters
¢ Calls the backend the check the user authentification
* Forward instructions to the token_manager

* Handle exceptions and return the appropriate status_code

controller The controller is the plumbin of xivo-auth, it has no business logic.
* Start the HTTP application
* Start the celery worker
* Load all enabled plugins

* Instanciate the token_manager

token The token modules contains the business logic of xivo-auth.
* Creates and delete tokens
* Creates consul ACLs for the key/value store
* Creates ACLs for XiVO

* Schedule token expiration
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¢ Read/write token data to consul

tasks The tasks module contains implementation of celery tasks that are executed by the worker.
* Called by the celery worker

¢ Forwards instructions to the foken manager

extension This is a place holder for a global variable for the celery app. It will be removed and should not be
used.

Other modules that should not need documentation are helpers, config, interfaces

Plugins

xivo-auth is meant to be easy to extend. This section describes how to add features to xivo-auth.

Backends xivo-auth allows its administrator to configure one or many sources of authentication. Implementing
a new kind of authentication is quite simple.

1. Create a python module implementing the backend interface.
2. Install the python module with an entry point xivo_auth.backends

An example backend implementation is available here.

Stock Plugins Documentation

Backends Plugins

LDAP by voicemail (EXPERIMENTAL) | Warning: This plugin is EXPERIMENTAL It may be removed or changed withot

Backend name: ldap_user_voicemail
Purpose: Authenticate via an Idap user.
Work flow followed when creating a token:
* Create a DN for authentication built from the username and bind_dn_format.
* Perform a simple bind on LDAP Server with the created DN and password.
¢ Concatenate username and domain in order to search for an email.
* Search through all of XiVO’s voicemails for the corresponding email
* Find the user associated to the voicemail
* Return a token with the same access privileges as the user
Limitations:

* Emails stored in the voicemails MUST be unique. Authentication bugs might occur if the email is found in
more than one voicemail.

 The voicemail with the email MUST be associated to only one user. Authentication bugs might occur if a
voicemail is associated to multiple users.
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Configuration Configuration example:

enabled_plugins:
- ldap_user_voicemail

ldap:
uri: ldap://example.org
bind_dn_format: "uid={username}, ou=people,dc=company,dc=org"
domain: company.com

uri the URI of the LDAP server. Can only contain the scheme, host and port of an LDAP URL.

bind_dn_format the bind DN used to check the given username/password. The variable {username} will be
substituted when binding.

domain the domain used to build the email associated with a XiVO user.

XiVO Admin Backend name: xivo_admin

Purpose: Authenticate a XiVO admin.

XiVO Service Backend name: xivo_service

Purpose: Authenticate a XiVO service.

XiVO User Backend name: xivo_user

Purpose: Authenticate a XiVO user.

Usage

xivo-auth is used through HTTP requests, using HTTPS. Its default port is 9497. As a user, the most common
operation is to get a new token. This is done with the POST method.

Alice retrieves a token using her username/password:

$ # Alice creates a new token, using the xivo_user backend
$ curl -k -X POST -H 'Content-Type: application/json' -u 'alice:s3cre7' "https://localhost:9497/0
{"data": {"issued_at": "2015-06-05T10:16:58.557553", "token": "1823clee-6cba-0cdc-d869-964a7£f08a7

In this example Alice used here XiVO CTI client login alice and password s3cre”7. The authentication source
is determined by the backend in the POST data.

Alice could also have specified an expiration time on her POST request. The expiration value is the number of
seconds before the token expires.

After retrieving her token, Alice can query other services that use xivo-auth and send her token to those service.
Those services can then use this token on Alice’s behalf to access her personal storage.

If Alice wants to revoke her token before its expiration:

‘$ curl -k -X DELETE -H 'Content-Type: application/json' "https://localhost:9497/O.l/¢oken/1823c1e

Usage for services using xivo-auth

A service that requires authentication and identification can use xivo-auth to externalise the burden of authentica-
tion. The new service can then accept a token as part of its operations to authenticate the user using the service.

Once a service receives a token from one of its user, it will need to check the validity of that token. There are 2
forms of verification, one that only checks if the token is valid and the other returns information about this token’s
session if it is valid.
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Checking if a token is valid:

$ curl -k -i -X HEAD -H 'Content-Type: application/json' "https://localhost:9497/0.1
HTTP/1.1 204 NO CONTENT

Content-Type: text/html; charset=utf-8

Content-Length: 0

Date: Fri, 05 Jun 2015 14:49:50 GMT

Server: pcm-dev-0

$ # get more information about this token
$ curl -k -X GET -H 'Content-Type: application/json' "https://localhost:9497/0.1/toksg
{"data": {"issued_at": "2015-06-05T10:16:58.557553", "token": "1823clee-6c6a-0cdc-d8

token/1823cl

pn/1823clee—6
b9-964a7f08a7

Launching xivo-auth

usage: xivo-auth [-h] [-c CONFIG_FILE] [-u USER] [-d] [-f] [-1 LOG_LEVEL]

optional arguments:
-h, —--help show this help message and exit
—-c CONFIG_FILE, —--config-file CONFIG_FILE
The path to the config file

-u USER, —--user USER User to run the daemon
-d, ——-debug Log debug messages
-f, ——foreground Foreground, don't daemonize

-1 LOG_LEVEL, —--log-level LOG_LEVEL
Logs messages with LOG_LEVEL details. Must be one of:
critical, error, warning, info, debug. Default: None

Development

For the HTTP API see http://api.xivo.io. For the xivo-auth developer’s see XiVO auth developer’s guide.

1.6.16 XiVO dird

xivo-dird is the directory server for XiVO. It offers a simple REST interface to query all directories that are
configured. xivo-dird is extendable with plugins.

xivo-dird changelog

15.19

e Added the voicemail type in Views configuration
* Removed reverse endpoints in REST API:

- GET /0.1/directories/reverse/<profile>/me

15.18

* Added reverse endpoints in REST API:
- GET /0.1/directories/reverse/<profile>/<xivo_user_uuid>

- GET /0.1/directories/reverse/<profile>/me
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15.17

* Added directories endpoints in REST API:
- GET /0.1/directories/input/<profile>/aastra
- GET /0.1/directories/lookup/<profile>/aastra
- GET /0.1/directories/input/<profile>/polycom
- GET /0.1/directories/lookup/<profile>/polycom
- GET /0.1/directories/input/<profile>/snom
- GET /0.1/directories/lookup/<profile>/snom
- GET /0.1/directories/lookup/<profile>/thomson
- GET /0.1/directories/lookup/<profile>/yealink

15.16

* Added more cisco endpoints in REST API:
- GET /0.1/directories/input/<profile>/cisco

e Endpoint /0.1/directories/lookup/<profile>/cisco accepts a new limit and offset
query string arguments.

15.15

* Added cisco endpoints in REST API:
- GET /0.1/directories/menu/<profile>/cisco

— GET /0.1/directories/lookup/<profile>/cisco

15.14

¢ Added more personal contacts endpoints in REST API:

GET /0.1 /personal/<contact_id>

PUT /0.1/personal/<contact_id>

POST /0.1/personal/import
DELETE /0.1/personal

* Endpoint /0.1/personal accepts anew format query string argument.

15.13

* Added personal contacts endpoints in REST API:

GET /0.1/directories/personal/<profile>

GET /0.1/personal

POST /0.1/personal
— DELETE /0.1/personal/<contact_id>
* Signature of backend method 1ist () has a new argument args

* Argument args for backend methods 1ist () and search () has anew key token_infos
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* Argument args for backend method 1oad () has anew key main_config

e Methods __call__ () and lookup () of service plugin 1lookup take a new token_infos argument

15.12

* Added authentication on all REST API endpoints

* Service plugins receive the whole configuration, rather than only their own section

XiVO dird configuration

There are three sources of configuration for xivo-dird:
* the command line options
* the main configuration file
* the sources configuration directory

The command-line options have priority over the main configuration file options.

Main Configuration File

Default location: /etc/xivo-dird/config.yml. Format: YAML
The default location may be overwritten by the command line options.

Here’s an example of the main configuration file:

debug: False

foreground: False

log_filename: /var/log/xivo-dird.log
log_level: info

pid_filename: /var/run/xivo-dird/xivo-dird.pid
source_config_dir: /etc/xivo-dird/sources.d
user: www-data

rest_api:
wsgi_socket: /var/run/xivo-dird/xivo-dird.sock

enabled_plugins:

backends:

- Ccsv

- ldap

- phonebook
services:

- lookup
views:

- cisco_view

- default_json

views:
displays:
switchboard_display:
title: Firstname
default: Unknown
field: firstname
type: name

title: Lastname
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default: Unknown

field: lastname

type: name
default_display:

title: Firstname

field: fn

type: name

title: Location
default: Canada
field: country

title: Number
field: number
type: number
displays_phone:
default:
name:
- display_name
number:
field:
- phone

field:
— phone_mobile
name_format: "{name} (Mobile)"
profile_to_display:
default: default_display
switchboard: switchboard_display
profile_to_display_phone:
default: default

services:
lookup:
default:
sources:
- my_cCsv
- ldap_quebec
timeout: 0.5
switchboard:
sources:
- my_cCsv
- xivo_phonebook
- ldap_qgquebec
timeout: 1

sources:
my_source:
name: my_source
type: ldap
ldap_optionl: value
ldap_option2: value

Root section

debug Enable log debug messages. Overrides 1og_level. Default: False.

foreground Foreground, don’t daemonize. Default: False.

log_filename File to write logs to. Default: /var/log/xivo-dird.log.
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log_level Logs messages with LOG_LEVEL details. Must be one of: critical, error, warning, info,
debug. Default: info.

pid_filename File used as lock to avoid multiple xivo-dird instances. Default:
/var/run/xivo-dird/xivo-dird.pid.

source_config_dir The directory from which sources configuration are read. See Sources Configuration. Default:
/etc/xivo-dird/sources.d.

user The owner of the process. Default: www-data.

rest_api section

wsgi_socket The socket used for WSGI communications (between nginx and xivo-dird). Default:
/var/run/xivo-dird/xivo-dird. sock.

enabled_plugins section This sections controls which plugins are to be loaded at xivo-dird startup. All plugin
types must have at least one plugin enabled, or xivo-dird will not start. For back-end plugins, sources using a
back-end plugin that is not enabled will be ignored.

views section

displays A dictionary describing the content of each display. The key is the display’s name, and the value are the
display’s content.

The display content is a list of fields. Each field is a dictionary with the following keys:
« title: The label of the field
e default: The default value of the field

* type: An arbitrary identifier of the field. May be used by consumers to identify the field without
matching the label. For meaningful values inside XiVO, see Integration of XiVO dird with the rest of
Xivo.

* field: the key of the data from the source that will be used for this field.
The display may be used by a plugin view to configure which fields are to be presented to the consumer.

displays_phone A dictionary describing the content of phone-related displays. Like displays, the key is the
display’s name and the value is the display’s content. These displays are used by phone-related view plugins,
like the cisco_view plugin.

The display content contains 2 keys, name and number.

The value of the name key is a list of source result fields. For a given source result, the first field that will
return a non-empty value will be used as the display name on the phone. For example, if name is configured
with ["display_name", "name"] and you have a source result with fields {"display_name":
"", "name": "Bob"}, then “Bob” will be displayed on the phone.

The value of the number key is a list of number item. Each item is composed of a dictionary containing at
least a field key, and optionally a name_format key. For example, if you have the following number

configuration:
name:
- display_name
number:
field:
— phone
field:
— phone_mobile
name_format: "{name} (Mobile)"
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and you have a source result {"display_name": "Bob", "phone": "101",
"phone_mobile": "102"}, then 2 results will be displayed on your phone:

1. “Bob”, with number “101”
2. “Bob (Mobile)”, with number “102”

The name_ format value is a python format string. There’s two substitution variables available, { name }
and {number}.

profile_to_display A dictionary associating a profile to a display. It allows xivo-dird to use the right display when
a consumer makes a query with a profile. The key is the profile name and the value is the display name.

profile_to_display_phone: A dictionary associating a profile to a phone display. This is similar to
profile_to_display, but only used by phone-related view plugins.

services section This section is a dictionary whose keys are the service plugin name and values are the configu-
ration of that service. Hence the content of the value is dependent of the service plugin. See the documentation of
the service plugin (Stock Plugins Documentation).

sources section This section is a dictionary whose keys are the source name and values are the configuration for
that source. See the Sources Configuration section for more details about source configuration.

Sources Configuration

There are two ways to configure sources:
* in the sources section of the main configuration

* in files of a directory, one file for each source:

Default directory location /etc/xivo-dird/sources.d

Files format: YAML

File names are ignored

Each file listed in this directory will be read and used to create a data source for xivo-dird.

Here is an example of a CSV source configuration in its own file:

type: csv

name: my_contacts_in_a_csv_file

file: /usr/local/share/my_contacts.csv
unique_column: id

searched_columns:

- fn

- 1n
format_columns:

name: "{fn} {In}"

number: "{num}"

This is strictly equivalent in the main configuration file:

sources:
my_contacts_in_a_csv_file:
type: csv
name: my_contacts_in_a_csv_file
file: /usr/local/share/my_contacts.csv
unique_column: id
searched_columns:
- fn
- 1n
source_to_display_columns:
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In: lastname
fn: firstname
num: number

type the type of the source. It must be the same than the name of one of the enabled back-end plugins.

name is the name of this given configuration. The name is used to associate the source to profiles. The value is
arbitrary, but it must be unique across all sources.

Warning: Changing the name of the source will make all favorites in that source disappear. There is currently
no tool to help you migrate favorites between source names, so choose your source names carefully.

The other options are dependent on the source type (the back-end used). See the documentation of the back-end
plugin (Stock Plugins Documentation). However, the following keys should be present in all source configurations:

first_matched_columns (optional) the columns used for the reverse lookup. Any column having the search term
will be a reverse lookup result.

format_columns (optional) a mapping between result fields and a format string. The new key will be added to
the result, if this name already exists in the result, it will be replaced with the new value. The syntax is a
python format string. See https://docs.python.org/2/library/string.html#formatspec for a complete reference.

searched_columns (optional) the columns used for the lookup. Any column containing the search term substring
will be a lookup result.

unique_column (optional) This column is what makes an entry unique in this source. The unique_column
is used to build the uid that is passed to the list method to fetch a list of results by unique ids. This is
necessary for listing and identifying favorites.

XiVO dird developer’s guide
The XiVO dird architecture uses plugins as extension points for most of its job. It uses stevedore to do the plugin
instantiation and discovery and ABC classes to define the required interface.

Plugins in xivo-dird use setuptools’ entry points. That means that installing a new plugin to xivo-dird requires an
entry point in the plugin’s setup.py. Each entry point’s namespace is documented in the appropriate documentation
section. These entry points allow xivo-dird to be able to discover and load extensions packaged with xivo-dird or
installed separately.

Each kind of plugin does a specific job. There are three kinds of plugins in dird.
1. Back-End
2. Service
3. View

All plugins are instantiated by the core. The core then keeps a catalogue of loaded extensions that can be supplied
to other extensions.

The following setup.py shows an example of a python library that add a plugin of each kind to xivo-dird:

#!/usr/bin/env python
# —x— coding: utf-8 —x-—

from setuptools import setup

from setuptools import find_packages

setup (
name='XiVO dird plugin sample',
version='0.0.1",

description='An example program',
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packages=find_packages(),

entry_points={
'xivo_dird.services': [
'my_service = dummy:DummyServicePlugin',
]I
'xivo_dird.backends': [
'my_backend = dummy:DummyBackend',
]I
'xivo_dird.views': [
'my_view = dummy:DummyView',

1,

Back-End

Back-ends are used to query directories. Each back-end implements a way to query a given directory. Each
instance of a given back-end is called a source. Sources are used by the services to get results from each configured
directory.

Given one LDAP back-end, I can configure a source from the LDAP at alpha.example.com and another source
from the other LDAP at beta.example.com. Both of these sources use the LDAP back-end.

Implementation details
* Namespace: xivo_dird.backends
* Abstract source plugin: BaseSourcePlugin

e Methods:

name: the name of the source, typically retrieved from the configuration injected to 1oad ()

— load (args): set up resources used by the plugin, depending on the config. args is a dictionary
containing:

* key config: the source configuration for this instance of the back-end
* keymain_config: the whole configuration of xivo-dird
— unload () : free resources used by the plugin.
— search (term, args): The search method returns a list of dictionary.
= Empty values should be None, instead of empty string.
* args is a dictionary containing:
- key token_infos: data associated to the authentification token (see XiVO auth)
— first_match (term, args): The first_match method returns a dictionary.
* Empty values should be None, instead of empty string.
# args is a dictionary containing:
- key token_infos: data associated to the authentification token (see XiVO auth)

— list (uids, args): The list method returns a list of dictionary from a list of uids. Each uid is a
string identifying a contact within the source.

% args is a dictionary containing:

- key token_infos: data associated to the authentification token (see XiVO auth)

100 Chapter 1. Table of Contents



https://github.com/wazo-pbx/xivo-dird/blob/master/xivo_dird/plugins/base_plugins.py#L67

23

24

25

26

27

28

29

30

31

32

33

34

XiVO-doc Documentation, Release 15.19

See Sources Configuration. The implementation of the back-end should take these values into account and return
results accordingly.

Example The following example add a backend that will return random names and number.

dummy . py:

# —*— coding: utf-8 —x-—

import logging

logger = logging.getLogger (__name__ )
class DummyBackendPlugin (object) :

def name (self):
return 'my_local_dummy'

def load(self, args):
logger.info ('dummy backend loaded")

def unload(self):
logger.info ('dummy backend unloaded'")

def search(self, term, args):
nb_results = random.randint (1, 20)
return _random_list (nb_results)

def list(self, unique_ids):
return _random_list (len(unique_ids))

def _random_list(self, nb_results):
columns = ['Firstname', 'Lastname', 'Number']
return [_random_entry(columns) for _ in xrange (nb_results)]

def _random_entry(self, columns):
random_stuff = [_random_string() for _ in xrange (len(columns))]
return dict (zip (columns, random_stuff))

def _random_string(self):
return ''.Jjoin(random.choice (string.lowercase) for _ in xrange(5))

Service

Service plugins add new functionality to the dird server. These functionalities are available to views. When loaded,
a service plugin receives its configuration and a dictionary of available sources.

Some service examples that come to mind include:
* A lookup service to search through all configured sources.

* A reverse lookup service to search through all configured sources and return a specific field of the first
matching result.

Implementation details
* Namespace: xivo_dird.services
¢ Abstract service plugin: BaseServicePlugin

e Methods:
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— load (args): set up resources used by the plugin, depending on the config. args is a dictionary
containing:

* key config: the whole configuration file in dict form
# key sources: adictionary of source names to sources
load must return the service object, which is any kind of python object.

— unload () : free resources used by the plugin.

Example The following example adds a service that will return an empty list when used.

dummy .py:

# —#— coding: utf-8 —*-—

import logging

from xivo_dird import BaseServicePlugin
logger = logging.getLogger (__name_ )

class DummyServicePlugin (BaseServicePlugin) :
mmwn
This plugin 1is responsible fow instantiating and returning the
DummyService. It manages its life time and should take care of

its cleanup 1if necessary
mrmamn

def load(self, args):

mmn

Ignores all provided arguments and instantiate a DummyService that
is returned to the core

mmwn

logger.info ('dummy loaded")

self._service = DummyService ()

return self._ service

def unload(self):
logger.info ('dummy unloaded')

class DummyService (object) :

mon

A very dumb service that will return an empty list every time it is used

mmn

def list (self):

mon

This function must be called explicitly from the view, ‘1list’ is not a
special method name for xivo-dird

mmn

return []

View

View plugins add new routes to the HTTP application in xivo-dird, in particular the REST API of xivo-dird: they
define the URLSs to which xivo-dird will respond and the formatting of data received and sent through those URLs.

For example, we can define a REST API formatted in JSON with one view and the same API formatted in XML
with another view. Supporting the directory function of a phone is generally a matter of adding a new view for the
format that the phone consumes.
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Implementation details
* Namespace: xivo_dird.views
* Abstract view plugin: BaseViewPlugin
¢ Methods:

— load (args): setup resources used by the plugin, depending on the config. Typically, register routes
on Flask. Those routes would typically call a service. args is a dictionary containing:

* key config: the section of the configuration file for all views in dict form

% key services: a dictionary of services, indexed by name, which may be called from a route
* key http_app: the Flask application instance

* key rest_api: a Flask-RestFul Api instance

— unload () : free resources used by the plugin.

Example The following example adds a simple view: GET /0.l/directories/ping answers
{"message": "pong"}.

dummy . py:

# —+— coding: utf-8 —#-—
import logging
from flask restful import Resource

logger = logging.getLogger (__name__ )

class PingViewPlugin (object) :
name = 'ping'

def _ init_ (self):
logger.debug ('dummy view created')

def load(self, args):
logger.debug ('dummy view args: ', args)

args|['rest_api'].add_resource (PingView, '/0.1l/directories/ping')

def unload(self):
logger.debug ('dummy view unloaded')

class PingView (Resource) :
mmwn

Simple API using Flask—-Restful: GET /0.1/directories/ping answers "pong"

mmn

def get (self):
return {'message': 'pong'}

Stock Plugins Documentation

View Plugins

default_json View name: default_json
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Purpose: present directory entries in JSON format. The format is detailed in http://api.xivo.io.

headers View name: headers

Purpose: List headers that will be available in results from default_json view.

personal_view View name: personal_view

Purpose: Expose REST API to manage personal contacts (create, delete, list).

aastra_view View name: aastra_view

Purpose: Expose REST API to search in configured directories for Aastra phone.

cisco_view View name: cisco_view

Purpose:  Expose REST API to search in configured directories for Cisco phone (see CiscolP-
Phone_XML_Objects).

polycom_view View name: polycom_view

Purpose: Expose REST API to search in configured directories for Polycom phone.

snom_view View name: snom_view

Purpose: Expose REST API to search in configured directories for Snom phone.

thomson_view View name: thomson_view

Purpose: Expose REST API to search in configured directories for Thomson phone.

yealink_view View name: yealink_view

Purpose: Expose REST API to search in configured directories for Yealink phone.

Service Plugins

lookup Service name: lookup

Purpose: Search through multiple data sources, looking for entries matching a word.

Configuration Example (excerpt from the main configuration file):

services:
lookup:
default:
sources:
- my_cCsv
timeout: 0.5

The configuration is a dictionary whose keys are profile names and values are configuration specific to that profile.
For each profile, the configuration keys are:
sources The list of source names that are to be used for the lookup

timeout The maximum waiting time for an answer from any source. Results from sources that take longer to
answer are ignored. Default: no timeout.
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favorites Service name: favorites

Purpose: Mark/unmark contacts as favorites and get the list of all favorites.

personal Service name: personal
Purpose: Add, delete, list personal contacts of users.

The personal service needs a working Consul installation to store personal contacts.

Configuration Example (excerpt from the main configuration file):

services:
favorites:
default:
sources:
- my_csv

timeout: 0.5

The configuration is a dictionary whose keys are profile names and values are configuration specific to that profile.
For each profile, the configuration keys are:
sources The list of source names that are to be used for the lookup

timeout The maximum waiting time for an answer from any source. Results from sources that take longer to
answer are ignored. Default: no timeout.

reverse Service name: reverse

Purpose: Search through multiple data sources, looking for the first entry matching an extension.

Configuration Example:

services:
reverse:
default:
sources:
- my_cCsv
timeout: 1

The configuration is a dictionary whose keys are profile names and values are configuration specific to that profile.
For each profile, the configuration keys are:
sources The list of source names that are to be used for the reverse lookup

timeout The maximum waiting time for an answer from any source. Results from sources that take longer to
answer are ignored. Default: 1.

Back-end Configuration

This sections completes the Sources Configuration section.

csv  Back-end name: csv
Purpose: read directory entries from a CSV file.
Limitations:

¢ the CSV delimiter is not configurable (currently: , (comma)).
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Configuration Example (a file inside source_config_dir):

type: csv
name: my_cCsvVv
file: /var/tmp/test.csv
unique_column: id
searched_columns:
- fn
- 1n
first_matched_columns:
- num
format_columns:
lastname: "{In}"
firstname: "{fn}"
number: "{num}"

With the CSV file:

id, fn, 1In, num
1,Alice,Abrams, 55553783147
2,Bob,Benito, 5551354958
3,Charles, Curie, 5553132479

file the absolute path to the CSV file

CSV web service Back-end name: csv_ws
Purpose: search using a web service that returns CSV formatted results.

Given the  following  configuration, xivo-dird ~ would  call  “http://example.com:8000/ws-

>

phonebook?firstname=alice&lastname=alice” for a lookup for the term “alice”.

Configuration Example (a file inside source_config_dir):

type: csv_ws
name: a_csv_web_service
lookup_url: "http://example.com:8000/ws—-phonebook"
list_url: "http://example.com:8000/ws—phonebook"
searched_columns:
- firstname
- lastname
first_matched_columns:
- exten
delimiter: ","
timeout: 16
unique_column: id
format_columns:
number: "{exten}"

lookup_url the URL used for directory searches.
list_url (optional) the URL used to list all available entries. This URL is used to retrieve favorites.
delimiter (optional) the field delimiter in the CSV result. Default: *;

timeout (optional) the number of seconds before the lookup on the web service is aborted. Default: 10.

ldap Back-end name: ldap

Purpose: search directory entries from an LDAP server.
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Configuration Example (a file inside source_config_dir):

type: ldap

name: my_ldap

ldap_uri: ldap://example.org
ldap_base_dn: ou=people,dc=example,dc=org
ldap_username: cn=admin,dc=example,dc=org
ldap_password: foobar

ldap_custom_filter: (l=québec)
unique_column: entryUUID
searched_columns:

- cn
first_matched_columns:

— telephoneNumber
format_columns:

firstname: "{givenName}"

lastname: "{sn}"

number: "{telephoneNumber}"

Idap_uri the URI of the LDAP server. Can only contains the scheme, host and port part of an LDAP URL.
Idap_base_dn the DN of the entry at which to start the search
ldap_username (optional) the user’s DN to use when performing a “simple” bind.

Default to an empty string.

When both ldap_username and ldap_password are empty, an anonymous bind is performed.
ldap_password (optional) the password to use when performing a “simple” bind.

Default to an empty string.

ldap_custom_filter (optional) the custom filter is used to add more criteria to the filter generated by the back
end.

Example:

¢ ldap_custom_filter: (I=québec)

e searched_columns: [cn,st]
will result in the following filter being used for searches. (& (1=québec) (| (cn=+%Q+*) (st=+%Q%)))
If only the custom filter is to be used, leave the searched_columns field empty.

This must be a valid LDAP filter, where the string $Q will be replaced by the (escaped) search term when
performing a search.

Example: (& (0=ACME) (cn=+%Qx))

ldap_network_timeout (optional) the maximum time, in second, that an LDAP network operation can take. If
it takes more time than that, no result is returned.

Defaults to 0.1.
ldap_timeout (optional) the maximum time, in second, that an LDAP operation can take.
Defaults to 1.0.

unique_column (optional) the column that contains a unique identifier of the entry. This is necessary for listing
and identifying favorites.

For OpenLDAP, you should set this option to “entryUUID”.

For Active Directory, you should set this option to “objectGUID” and also set the “unique_column_format”
option to “binary_uuid”.

unique_column_format (optional) the unique column’s type returned by the queried LDAP server. Valid values
are “string” or “binary_uuid”.
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Defaults to “string”.

phonebook Back-end name: phonebook

Purpose: search directory entries from a XiVO phone book.

Configuration Example (a file inside source_config_dir):

type: phonebook
name: my_phonebook
phonebook_url: https://example.org/service/ipbx/json.php/restricted/pbx_services/phomebook
phonebook_username: admin
phonebook_password: foobar
first_matched_columns:

— phonebooknumber.office.number

— phonebooknumber.mobile.number
format_columns:

firstname: " {phonebook.firstname}"
lastname: "{phonebook.lastname}"
number: "{phonebooknumber.office.number}"

phonebook_url (optional) the phonebook’s URL.
Defaultto http://localhost/service/ipbx/json.php/private/pbx_services/phonebook.
The URL to use differs depending on if you are accessing the phone book locally or remotely:
e Local: http://localhost/service/ipbx/json.php/private/pbx_services/phonebook
e Remote: https://example.org/service/ipbx/json.php/restricted/pbx_services/phoneboc
phonebook_username (optional) the username to use in HTTP requests.
No HTTP authentication is tried when phonebook_username or phonebook_password are empty.
phonebook_password (optional) the password to use in HTTP requests.
phonebook_timeout (optional) the HTTP request timeout, in seconds.
Defaults to 1.0.

To be able to access the phone book of a remote XiVO, you must create a web services access user (Configuration
-> Web Services Access) on the remote XiVO.

personal Back-end name: personal
Purpose: search directory entries among users’ personal contacts

You should only have one source of type personal, because only one will be used to list personal contacts. The
personal backend needs a working Consul installation. This backend works with the personal service, which
allows users to add personal contacts.

The complete list of fields is in Personal contacts.

Configuration Example (a file inside source_config_dir):

type: personal
name: personal
first_matched_columns:

— number

format_columns:
firstname: "{firstname}"
lastname: "{lastname}"
number: "{number}"

unique_column is not configurable, its value is always id.
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xivo Back-end name: xivo

Purpose: add users from a XiVO (may be remote) as directory entries

Configuration Example (a file inside source_config_dir):

type: xivo
name: my_xivo
confd_config:

https: True

host: xivo.example.com

port: 9486

version: 1.1

username: admin

password: password

timeout: 3
unique_column: id
first_matched_columns:

- exten
searched_columns:

- firstname

- lastname
format_columns:

number: "{exten}"

mobile: "{mobile_phone_number}"

confd_config:host the hostname of the XiVO (more precisely, of the xivo-confd service)
confd_config:port the port of the xivo-confd service (usually 9486)

confd_config:version the version of the xivo-confd API (should be 1.1)

Integration of XiVO dird with the rest of XiVO

Configuration values

Views In the directory displays (also in the main configuration file of xivo-dird, in the views section), the
following keys are interpreted and displayed in xlet people of the XiVO Client:

title The title will be shown as a header for the column
type

* agent: the field value will be ignored and replaced by an icon showing the status of the agent assigned
to the contact (e.g. green icon for logged agent, red icon for unlogged agent, ...)

* callable: adropdown action on the number field will be added to call the field value.
* email: adropdown action on the number field will be added to send an email to the field value.

* favorite: the boolean field value will be replaced by an icon showing if the status is favorite (yellow
star filled) or not (yellow star empty).

* name: a decoration will be added to the field value (typically a color dot) showing the presence status
of the contact (e.g. Disconnected, Available, Away, ...)

e number: the field value will be:

— added a decoration (typically a color dot) showing the status of the phone of the contact (e.g.
Offline, Ringing, Talking, ...)

— replaced with a button to call the contact with your phone when using the mouse
* personal: the boolean field value will be used to show a deletion action for the contact

e voicemail: the voicemail number of the contact
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See People Xlet features Upgrade Notes for an example with screenshots.

Personal contacts Here are the list of available attributes of a personal contact:
e id
* company
* email
e fax
e firstname
* lastname
* mobile
* number

To be able to edit and delete personal contacts, you need a column of type personal in your display.

Adding the personal column to your display In the web interface under Services — CTI Server — Directories
— Display filters.

1. Edit the filter on which you which to enable favorites.

2. Add a column with the type personal and display format personal.

Favorites Enabling favorites in the XiVO client.
* Add a unique_column to your sources.

* Add a favorite column to your display

Adding a unique_column to your sources The web interface does not allow the administrator to specify
the unique_column and unique_column_format. To add these configuration options, add a file to /etc/xivo-
dird/sources.d containing the name of the source and all missing fields.

Example:

Given an /dap directory source using active directory, add a file with the following content to enable favorites on
this source.

name: activedirectory
unique_column: objectGUID
unique_column_format: binary_uuid

Adding the favorite column to your display In the web interface under Services — CTI Server — Directories
— Display filters.

1. Edit the filter on which you which to enable favorites.

2. Add a column with the type favorite and display format favorite.

Customizing sources Some configuration options are not available in the web interface. To add configuration
to a source that is configured in the web interface, create a file in /etc/xivo-dird/sources.d/ with the key name
matching your web interface configuration and add all missing fields.

Example:

adding a timeout configuration to a CSV web service source
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name: my_csv_web_service
timeout: 16

Context separation Without context separation, you only need one contact source for all the users of your
XiVO.

However, if you need context separation, each context is considered as a separate independant source of contacts,
each with a different context filter. For this, you need:

* one contact source per context (a file in /etc/xivo-dird/sources.d), so that we have a source
containing only the contacts from one context

* one profile per context (equivalent to Services — CTI Server — Directories — Direct directories) so that
users in one context only see people from the same context.

Each source should look like this one, e.g. the context is named INSIDE:

confd_config:
host: localhost
https: false
port: 9487
timeout: 4
verify_certificate: false
version: '1.1'
first_matched_columns: [exten]
format_columns:
directory: "R\xE9pertoire XiVO Interne"
location: '{description}'
mobile: '{mobile_phone_number}'
name: '{firstname} {lastname}'
number: '{exten}'
sda: '{userfield}'’
voicemail: '{voicemail_ number}'
searched_columns: [firstname, lastname, userfield, description]
type: xivo
unique_column: id
name: internal_ INSIDE # <-—— each source has a different name, one per context
extra_search_params:
context: INSIDE # <-—— each source filters users according to one context

The parameters in this file have the same effect than Configuration — Directories and Services — CTI Server —
Directories — Direct directories put together.

You may generate these config files from xivo-confgen dird/sources.yml. Be sure to have name and
extra_search_params correct for each source file.

Now that we have our contact sources, we need our search profiles.

Create a new file to override the profiles generated by xivo-confgen. You only need one file, which will define all
your profiles at once.

xivo-confgen dird/services.yml >> /etc/xivo-dird/conf.d/00l-context-separation.yml

In this file, there is a list of services (favorites, lookup, ...) where each profile has a set of sources. You need to
match one profile to the right internal source for each service. For example, to have context separation between
contexts INSIDE and INDOORS:

services:
favorites:
__default_phone:
sources: [xivodir, internal, ldaptest, personal]
__switchboard_directory:
sources: [xivodir, ldaptest, personal]
INSIDE:
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sources: [xivodir, internal_ INSIDE, ldaptest, personal] # <-—— profile INSID}
INDOORS:

sources: [xivodir, internal_INDOORS, ldaptest, personal] # <-—— profile INDOOI

lookup:

__default_phone:

sources: [xivodir, internal, ldaptest, personall]
__switchboard_directory:

sources: [xivodir, ldaptest, personal]
INSIDE:

sources: [xivodir, internal_ INSIDE, ldaptest, personall] # <—-—— same HERE
INDOORS:

sources: [xivodir, internal_ INDOORS, ldaptest, personall] # <-—— and HERE

I uses the so

RS uses the s

Launching xivo-dird

usage: xivo-dird [-h] [-c CONFIG_FILE] [-d] [-f] [-1] LOG_LEVEL] [-u USER]

optional arguments:
-h, --help show this help message and exit
—-c CONFIG_FILE, —--config-file CONFIG_FILE

The path where is the config file. Default: /etc/xivo-dird/c
-d, ——-debug Log debug messages. Overrides log_level. Default:

False
-f, ——foreground Foreground, don't daemonize. Default: False

-1 LOG_LEVEL, —--log-level LOG_LEVEL
Logs messages with LOG_LEVEL details. Must be one of:
critical, error, warning, info, debug. Default: info
-u USER, —--user USER The owner of the process.

nfig.yml

Terminology

Back-end

A back-end is a connector to query a specific type of directory, e.g. one back-end to query LDAP servers, another
back-end to query CSV files, etc.

Source

A source is an instance of a back-end. One backend may be used multiples times to query multiple directories of
the same type. For example, I could have the customer-csv and the employee-csv sources, each using the CSV
back-end, but reading a different file.

Plugins

A plugin is an extension point in xivo-dird. It is a way to add or modify the functionality of xivo-dird. There are
currently three types of plugins:
* Back-ends to query different types of directories (LDAP, CSV, etc.)

* Services to provide different directory actions (lookup, reverse lookup, etc.)

* Views to expose directory results in different formats (JSON, XML, etc.)

API

See http://api.xivo.io, section XiVO Dird.
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1.6.17 XiVO dird phoned

xivo-dird-phoned is an interface to use directory service with phone. It offers a simple REST interface to authen-
ticate a phone and search result from XiVO dird.

Usage
xivo-dird-phoned is used through HTTP requests, using HTTP and HTTPS. Its default port is 9498 and 9499. As
a user, the common operation is to search through directory from a phone. The phone need to send 2 informations:

o xivo_user_uuid: The XiVO user uuid that the phone is associated. It’s used to search through personal
contacts (see personal).

* profile: The profile that the user is associated. It’s used to format results as configured.

Note: Since most phones dont’t support HTTPS, a small protection is to configure authorized_subnets in Config-
uration Files or in Services — General settings — Phonebook — Hosts

Launching xivo-dird-phoned

On command line, type xivo-dird-phoned -h to see how to use it.

1.6.18 XiVO sysconfd

xivo-sysconfd is the system configuration server for XiVO. It does quite a few different things; here’s a non
exhaustive list:

* configuring network (interfaces, hostname, DNS)
* configuring high availability

* staring/stopping/restarting services

* reloading asterisk configuration

* sending some events to components (xivo-agentd, xivo-agid and xivo-ctid)

Configuration File

Default location: /etc/xivo/sysconfd.conf. Format: INI
The default location may be overwritten by the command line options.

Here’s an example of the configuration file:

[general]

xivo_config _path = /etc/xivo

templates_path = /usr/share/xivo-sysconfd/templates
custom_templates_path = /etc/xivo/sysconfd/custom-templates
backup_path = /var/backups/xivo-sysconfd

[resolvconf]

hostname_file = /etc/hostname

hostname_update_cmd = /etc/init.d/hostname.sh start
hosts_file = /etc/hosts

resolvconf_file = /etc/resolv.conf
[network]
interfaces_file = /etc/network/interfaces
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[wizard]
templates_path = /usr/share/xivo-config/templates
custom_templates_path = /etc/xivo/custom-templates

[commonconf]

commonconf_file = /etc/xivo/common.conf
commonconf_cmd = /usr/sbin/xivo-update-config
commonconf_monit = /usr/sbin/xivo-monitoring-update
[openssl]

certsdir = /var/lib/xivo/certificates

[monit]

monit_checks_dir = /usr/share/xivo-monitoring/checks
monit_conf_dir = /etc/monit/conf.d

[request_handlers]

synchronous = true
[bus]
username = guest

password = guest

host = localhost

port = 5672
exchange_name = xivo
exchange_type = topic
exchange_durable = true

request_handlers section

synchronous If this option is true, when xivo-sysconfd receives a request to reload the dialplan for example, it
will wait for the dialplan reload to complete before replying to the request.

When this option is false, xivo-sysconfd reply to the request immediately.

Setting this option to false will speed up some operation (for example, editing a user from the web interface
or from xivo-confd), but this means that there will be a small delay (up to a few seconds in the worst case)
between the time you create your user and the time you can dial successfully its extension.

1.7 Ecosystem

1.7.1 Devices

In XiVO, there is two kind of devices:

Officially Supported Devices

The officially supported devices will be supported across upgrades and phone features are guaranteed to be sup-
ported on the latest version.

xivo-provd plugins for these devices can be installed from the “officially supported devices” repository.

Aastra

Aastra has been acquired by Mitel in 2014. In XiVO, the 6700 series and 6800 series phones are still referenced
as Aastra phones, for historical and compatibility reasons.
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6731i | 67351 | 6737i | 6739 | 67551 | 6757i
Provisioning Y Y Y Y Y Y
H-A Y Y Y Y Y Y
Directory XIVO Y Y Y Y Y Y
Funckeys 8 26 30 55 26 30
Supported programmable keys
User with supervision function Y Y Y Y Y Y
Group Y Y Y Y Y Y
Queue Y Y Y Y Y Y
Conference Room with supervision function | Y Y Y Y Y Y
General Functions
Online call recording N N N N N N
Phone status Y Y Y Y Y Y
Sound recording Y Y Y Y Y Y
Call recording Y Y Y Y Y Y
Incoming call filtering Y Y Y Y Y Y
Do not disturb Y Y Y Y Y Y
Group interception Y Y Y Y Y Y
Listen to online calls Y Y Y Y Y Y
Directory access Y Y Y Y Y Y
Filtering Boss - Secretary Y Y Y Y Y Y
Transfers Functions
Blind transfer HK Y Y HK Y Y
Indirect transfer HK Y Y HK Y Y
Forwards Functions
Disable all forwarding Y Y Y Y Y Y
Enable/Disable forwarding on no answer Y Y Y Y Y Y
Enable/Disable forwarding on busy Y Y Y Y Y Y
Enable/Disable forwarding unconditional Y Y Y Y Y Y
Voicemail Functions
Enable voicemail with supervision function | Y Y Y Y Y Y
Reach the voicemail Y Y Y HK Y Y
Delete messages from voicemail Y Y Y Y Y Y
Agent Functions
Connect/Disconnect a static agent Y Y Y Y Y Y
Connect a static agent Y Y Y Y Y Y
Disconnect a static agent Y Y Y Y Y Y
Parking Functions
Parking Y Y Y Y Y Y
Parking position Y Y Y Y Y Y
Paging Functions
Paging Y | Y Y Y | Y Y
6700i series Supported expansion modules:
e Aastra® M670i (for Aastra® 35i/37i/391/531/551/571)
¢ Aastra® M675i (for Aastra® 35i/37i/391/55i/571)
\ \ 6863i \ 6865i \ 6867i \ 6869i \
Provisioning Y Y Y NT
H-A Y Y Y Y
Directory XIVO Y Y Y Y
Funckeys 0 8 38 68
Supported programmable keys
Continued on next page
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Table 1.2 — continued from previous page

6863i | 6865 | 6867i | 6869i
User with supervision function N Y Y Y
Group N Y Y Y
Queue N Y Y Y
Conference Room with supervision function | N Y Y Y
General Functions
Online call recording N Y Y Y
Phone status N Y Y Y
Sound recording N Y Y Y
Call recording N Y Y Y
Incoming call filtering N Y Y Y
Do not disturb N Y Y Y
Group interception N Y Y Y
Listen to online calls N Y Y Y
Directory access N Y Y Y
Filtering Boss - Secretary N Y Y Y
Transfers Functions
Blind transfer HK HK HK HK
Indirect transfer HK HK HK HK
Forwards Functions
Disable all forwarding N Y Y Y
Enable/Disable forwarding on no answer N Y Y Y
Enable/Disable forwarding on busy N Y Y Y
Enable/Disable forwarding unconditional N Y Y Y
Voicemail Functions
Enable voicemail with supervision function Y Y Y
Reach the voicemail N Y Y Y
Delete messages from voicemail Y Y Y
Agent Functions
Connect/Disconnect a static agent N Y Y Y
Connect a static agent N Y Y Y
Disconnect a static agent N Y Y Y
Parking Functions
Parking N Y Y Y
Parking position N Y Y Y
Paging Functions
Paging | N Y Y Y

6800i series Supported expansion modules:
* Aastra® M680 (for Aastra® 6865i/68671/68691)
e Aastra® M685 (for Aastra® 6865i/6867i/68691)

RFP35 | RFP36
Provisioning N N
DECT Infrastructure | H-A N N
Directory XIVO | N N
Funckeys 0 0

Cisco
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SPA122 | SPA3102 | SPA8000
Provisioning Y Y Y
ATAs | H-A N N N
Directory XIVO | N N N
Funckeys 0 0 0

For best results, activate DHCP Integration on your XiVO.

These devices can be used to connect faxes. For better success with faxes some parameters must be changed. You

can read the Using analog gateways section.

Note: If you want to manually resynchronize the configuration from the ATA device you should use the following

url:

http://ATA_IP/admin/resync?http://XIVO_IP:8667/CONF_FILE

where :

e ATA_IP is the IP address of the ATA,

e XIVO_IP is the IP address of your XiVO,

e CONF_FILE is one of spa3102.cfg, spa8000.cfg

7905G | 7906G | 7911G | 7912G | 7920 | 7921G | 7940G | 794"
Provisioning N'T Y Y Y Y Y Y Y
H-A N Y Y Y NT NT Y Y
Directory XIVO N FK FK FK N N FK FK
Funckeys N 4 4 4 0 0 1 1

Supported programmable keys

User with supervision function NT N N N N N Y Y
Group NT N N Y N N Y Y
Queue NT N N Y N N Y Y
Conference Room with supervision function | NT N N N N N Y Y
General Functions
Online call recording NT N N N N N N N
Phone status NT N N Y N N Y Y
Sound recording NT N N Y N N Y Y
Call recording NT N N N N N Y Y
Incoming call filtering NT N N N N N Y Y
Do not disturb NT N N SK N N SK SK
Group interception NT N N Y N N Y Y
Listen to online calls NT N N Y N N Y Y
Directory access NT N N Y N N Y Y
Filtering Boss - Secretary NT N N N N N Y Y
Transfers Functions
Blind transfer NT N N N N N N N
Indirect transfer NT N N SK N N SK SK
Forwards Functions
Disable all forwarding NT N N Y N N Y Y
Enable/Disable forwarding on no answer NT N N Y N N Y Y
Enable/Disable forwarding on busy NT N N Y N N Y Y
Enable/Disable forwarding unconditional NT N N Y N N Y Y
Voicemail Functions
Enable voicemail with supervision function | NT N N N N N N N
Reach the voicemail NT N N SK N N HK HK
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Table 1.3 — continued from previous page

7905G | 7906G | 7911G | 7912G | 7920 | 7921G | 7940G | 794"

Delete messages from voicemail NT N N Y N N Y Y

Agent Functions

Connect/Disconnect a static agent NT N N Y N N Y Y

Connect a static agent NT N N Y N N Y Y

Disconnect a static agent NT N N Y N N Y Y

Parking Functions

Parking NT N N N N N N N

Parking position NT N N N N N N N

Paging Functions

Paging | NT | N | N Y | N | N Y Y
Cisco 7900 Series Warning: These phones can only be used in SCCP mode. They are limited to the features supported i

XIVO'’s SCCP implementation.

To install firmware for xivo-cisco-sccp plugins, you need to manually download the firmware files from the
Cisco website and save them in the /var/lib/xivo-provd/plugins/Splugin—name/var/cache
directory.

This directory is created by XiVO when you install the plugin (i.e. xivo-cisco-sccp-legacy). If you create the
directory manually, the installation will fail.

Warning: Access to Cisco firmware updates requires a Cisco account with sufficient privileges. The account
requires paying for the service and remains under the responsibility of the client or partner. Avencall is not
responsible for these firmwares and does not offer any updates.

For example, if you have installed the xivo—-cisco-sccp—-legacy plugin and you want to install the
7940-7960-fw, networklocale and userlocale_fr_FR package, you must:

Go to http://www.cisco.com

Click on “Log In” in the top right corner of the page, and then log in

Click on the “Support” menu

Click on the “Downloads” tab, then on “Voice & Unified Communications”

Select “IP Telephony”, then “Unified Communications Endpoints”, then the model of your phone (in this
example, the 7940G)

Click on “Skinny Client Control Protocol (SCCP) software”
Choose the same version as the one shown in the plugin
Download the file with an extension ending in ”.zip”, which is usually the last file in the list

In the XiVO web interface, you’ll then be able to click on the “install” button for the firmware

The procedure is similar for the network locale and the user locale package, but:

Instead of clicking on “Skinny Client Control Protocol (SCCP) software”, click on “Unified Communica-
tions Manager Endpoints Locale Installer”

Click on “Linu